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2. FFRMRIRTE

HABRIZENH - miz” Next>" #HiTF—%

CHECK POINT 1500 APPLIANCE WIZARD

First Time Configuration Wizard

Fetch settings from Zero Touch

@ English

Welcome to the Check Point 1500 Appliance

You are just a few steps away from using your new Check Point 1500 Appliance!

Next >

3. BEEEEANKS (Administrator name) I K28 (Password)

A RE" Next>" HTh—F -

# 7 : ‘A%t Enforce password complexity on administrators - Ol i& & 2 5% HA A (5]

CHECK POINT 1500 APPLIANCE WIZARD © Help

Authentication Details

Change the default administrator name and set the password:
Administrator name: admin

Password:

Confirm password:

Enforce password complexity on administrators

It is strongly recommended to use both uppercase and lowercase characters
as well as one of the following characters in the password: |@#$%A&*()-_=+:;

v Help us improve product experience by sending data to Check Point

g Check Point’

Step 1 of 9 | Authentication < Back Next >

BOFTWARE TECHMOLOGIES LT
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4. 1% 7E HEi(Date)/BE)(Time)/BH X (Time Zone)

AR RE" Next>" #HTh—F

CHECK POINT 1500 APPLIANCE WIZARD © Help

Appliance Date and Time Settings Il Check Point
e Set time manually
Date: Monday, October 18, 2021 &=
Time: 11 |z| 10 AM =
Time zone: (GMT+08:00) Beijing Chongging Hong KonglL
Use Network Time Protocol (NTP)
F IT e e I e
e TP serve p2
Step 2 of 9 | Date and Time Settings < Back Next > Quit

5. IREI®REF XM B(Appliance Name)

NG RE" Next>" HETF—HETHF—F

CHECK POINT 1500 APPLIANCE WIZARD © Help

Appliance Name il Check Point

Appliance Name: Gateway-|D-7FAE41EF
Domain name: Field is not mandatory
Step 3 of 9 | Appliance Name < Back Next > Quit
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#6#% Local management - BEIAE A" Next>" #1T F—S#T F—%

ERNBESMKIERERZIWRMLocal - T ARSI LZEEBRYE

o
EREEBZAENEIEKA Central - BEESZEEBRFARKEBZSSHKIERE

CHECK POINT 1500 APPLIANCE WIZARD © Help

Security Policy Management | Check Point
Choose how to manage security settings
® Local management

D c— -

B Central management

[~ — 1 Manag

[ — _]

Step4 of 9 | Security Policy Management < Back Next > Quit

7. & FE WANRM &%

EIWEZ T (Connetione type)f£ 3 Static ip - IEAIRER IP - Subnet Mask -
Default gateway - - fAAfEm&E" Next>" H{TF—%F

Internet Connection QI Check Point
@) Configure Internet connection now o
Connection type: Static 1P / \
P address: /
5 1
Subnet mask: ! W e ¥ o

\ o CONSOLE /
Default gateway:
First DNS server: >

Second DNS server:

Connect

Configure Internet connection later ﬁ

© WANlink is up

Internet Connection [ < Back ‘ l ‘ Quit ‘
) | R —
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8. IRENEFMLEIEL Local Network

A IP address - Subnet mask - DHCP Settings & F#t#¥ Disable - #&IA

famdr” Next>" #1T F—% (¥

VL iy
X XETT

fE o] B IE% Local Network)

CHECK POINT 1500 APPLIANCE WIZARD © Help

Local Network

LAN Settings

Enable switch on LAN ports

Network name: LAN1

IP address: 172.16.1.1

Subnet mask: 255.255.255.0

DHCP Settings

DHCP Server: Disabled

Step60of9 | LAN

I CheckRoint

2— 4LAN 6§ — 8

1 3

)

g‘
W
Local
network

s 7

Traffic between LAN ports
undergoes firewall inspection

< Back Next >

Quit

Moo

9. REEHESEELT

~

g

ok A B FTKIETIRERET IP(Any IP
only) * %% Internet IP DUR RT3
Internet and any IP address from ot

—% -

Address) - %7€ IP(Specified IP addresses
JR I & (Specified IP addresses from the
her sources) fBIAE =" Next>" #HI1TF

CHECK POINT 1500 APPLIANCE WIZARD ® Help

Administrator Access

v LAN v VPN Internet

Access from the above sources is allowed from

Any IP address
Specified IP addresses only

®) Specified IP addresses from the Internet
and any IP address from other sources
# New X

No Items Found

Step 7 of 9 Administrator Access

12

Select the sources from which to allow administrator access

&l Check Point

o

< Back Next > Quit
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10. BEF ] License

License ZIXE837E Device IRENBER + md" Next>" #HIT N —F

CHECK POINT 1500 APPLIANCE WIZARD © Help

\Q Check Point”

SOFTWARE TECHWOLOGIES LTD.

Appliance Registration

Click 'Activate License' to check registration status.
An Internet connection must be configured and connected.

MAC Address: 00:1C:7F:AE:41:EF
Registration Key: F32D-F600-CB47-D913

Activate License | | Offline | Set proxy®

Step 8 of 9 | Activation < Back Next > Quit

miifEBkt License REMRIES - 1§/~ OKIFIARIT -
11. ERBAXIEINEET] R

LIEFBEFEANIIBER - md” Next>" HITF—% -

CHECK POINT 1500 APPLIANCE WIZARD © Help

Software Blades Activation &l Check Point’

Select the Software Blades you wish to activate

ACCESS CONTROL VPN

- PN

= e ] €555 :@'
v e EE EE AR v 5o
Firewall Applications & User Awareness Remote Access Site To Site VPN

URL Filtering
THREAT PREVENTION
¢ %) 9 ¥ =

Intrusion Anti-Virus Anti-Bot Threat Emulation Anti-Spam

Prevention (IPS)
Control (C&C) communications.

g Detects bot-infected machines and prevents bot damages by blocking bot Command and

Blades status: ) Configuring...

Step 9 of 9 | Software Blades Activation Bac Next

13
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12. SERIRTE

MR B ERE /T Finish TR E - RETHEZEA Web UL 7T -

CHECK POINT 1500 APPLIANCE WIZARD

The First Time Configuration Wizard has completed

Administrator name: admin

System time: Monday, October 18, 2021 11:17 AM
Appliance name: Nantian-FWSMB (1500 Appliance)
Internet: Not configured

License: @ Trial

Local network: 192.168.1.1 / 255.255.255.0

DHCP server is enabled
Security policy mode: Locally managed

Active Software Blades: Firewall, Remote Access, Site To Site VPN

< Back Finish

14
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— ~ BRI FEERARA

S

#8534 Device>System Operations>Firmware Upgrade>Check now

< System Operations: Manage your firmware version and backup your appliance
) v Overview
Appliance
HOME System
Reboot Reboot tt I
Security Dashboard eboot the appiiance
= Security Management Default Settings Restore factory default settings but keep the current firmware version
DEVICE
SRR Factory Defaults Revert to the factory defaultimage and settings.
License The factory firmware version is R80.20.10 (992001203)
Site Map

Firmware Upgrade

¢ LB The current firmware version is R80.20.10 (992001203)

Notifications @ Firmware is up to date | Check nov

Active Devices Configure aut C upg
ve. Monitoring Manual Upgrade Revert to Previous Image
(2%
VPN Reports

Backup and Restore System Settings

v Tr leshooting
oubleshooting Periodic backup is OFF | Settings..

Tool .
00 Create Backup File Restore

Support

EHAMRACIERY - ZR/AFHARAIER - mtiUpgrade Now BB/ A E#

—~ FIEMEAR

fEACheckPointlk S M E X NAIARA - sidiManual Upgrade » 37—

15
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< System Operations: Manage your firmware version and backup your appliance
~ Overview
Appliance
System
I
Security Dashboard Reboot Reboot the appliance
Security Management Default Settings Restore factory default settings but keep the current firmware version
SlouciEsivcss Factory Defaults Revert to the factory defaultimage and settings.
License The factory firmware version is R80.20.10 (992001203)

Site Ma
3 Firmware Upgrade

< N The current firmware version is R80.20.10 (992001203)

Notifications @ Firmware is up to date | Check now

Active Devices Configure automatic upgrades.

Monitoring [ Manual Upgrade ] Revert to Previous Image
Reports

Backup and Restore System Settings

© e Periodic backup is OFF | Settings..

Tool .
00 Create Backup File Restore

Support

s diBrowse b NEH T A - FfdiUpload b A& Ak e #t1T 8T -

SOFTWARE UPGRADE WIZARD X

Upload Software

Click Browse to locate the software file to upload.
Software file names end with an .img extension. For example:
fw1_vx_dep_R80_992000668_20.img.

Software file: fw1_vx_dep_R80_20_35_992002467.im Browse...

Upload

Cancel Help < Back Next

BT REREREATE - WAMRANEATE - ©AKSEZBZEICE

16
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—  HHIHAA
1. EREAARKZEH(Log Out)
2. EEERE

3. RMEEBF

Check Point = Searct
VNF Appliance Wy admin | [ Log Out | @ Help / Support

3< System ) 4 © Hely

~ Overview VNF Appliance oMB1 Static IP WAN 192.168.1.20/24 -

System 00:0C:29:9D:09:EC
Security Dashboard Thursday, November 11th, 2021 08:36:00 PM (GMT+08:00)

Beijing Chongging Hong Ko...
Security Management System is up for 0 days, 3 hours, 3 minutes and 28 seconds

Cloud Services

License NOTIFICATIONS Notifications page WATCHTOWER MOBILE APP

@

Get security alerts to your mobile!

Site Map ' L s
Q Security gateway is up © Informative Event 17:34:08 11 Nov 2021

+ Monitoring

Notifications Enhance your Check Point network security with the ability to

O security gateway is up © Informative Event 21:10:04 10 Nov 2021 monitor your network and quickly mitigate security threats on the
Active Devices go with your mobile phone
Monitoring
o () Security gateway is up © Informative Event 14:35:29 10 Nov 2021 v PAIR YOUR MOBILE DEVICE
eports
v Troubleshooting
Tools NETWORK ACTIVITY Rey o g
Support Packet Rate (packets per second) Throughput (Kbps)
@, Internet connected © Update available © 08:36 PM

17
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— > Home B3>

1.

Overview &%

1-1. System
ERIFRFER
EIZ=

EB1UNF App

BERE - % - MAC ~ BEAISE ~ WERRREILE

0 B Q Sear
< system (7]
A ~ Overview Check Point R80.20.10 (992001203) @, Internet connected
VNF Appliance SMB-1 Static IP WAN 192.168.1.20/24
O System

00:0C:29:9D:09:EC
Security Dashboard

Security Management

Thursday, November 11th, 2021 08:42:30 PM (GMT+08:00)
Beijing Chongging Hong Ko...

System is up for 0 days, 3 hours, 9 minutes and 58 seconds
Cloud Services

License NOTIFICATIONS Notifications page WATCHTOWER MOBILE APP
Site Ma
3 () Security gateway is up @ Informative Event  17:34:08 11 Nov 2021
~ Monitoring

@

Notifications

() Security gateway is up @ Informative Event  21:10:04 10 Nov 2021 l

Active Devices

WATCHTOWER

Monitoring

O Security gateway is up @ Informative Event 14:35:29 10 Nov 2021 -

Reports
~ Troubleshooting
Tools NETWORK ACTIVITY

Support Packet Rate (packets per second)

1-2. Security Dashboard

A BEESRIFKIBINEE - F OB ERTR(

B. sth e & BRI HHTIRINAE IR E (AR IR I S INEEITE

C. mEEX MEROUBEREZINEHEIRS
D. BAISMB&E A" Threat Emulation” #9 blade

18
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Throughput (Kbps)

@

Get security alerts to your mobile!

Enhance your Check Point network security with the ability to
monitor your network and quickly mitigate security threats on the
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< Security Dashboard: Control and monitor Software Blades configurations and status
+ Overview

_ : _
TR |
[ | |

Security Management

Cliii Serices El J¢a EX ¢oax [ ON | [N} O

Firewall Applications & URL User Awareness QoS
Filtering

A A A A A

~ Monitoring % g g g
b.'.4
Active Computers

Monkoring Bl joa) B jou EX o B o - FUR(R il on MR-

;0.1 Reports Intrusion Prevention (IPS) Anti-Virus Anti-Bot Threat Emulation Anti-Spam

System

Security Dashboard

License

Site Map

THREAT
PREVENTION

« Troubleshooting
Tools w ‘q

A

\!lﬂ W

M 1¢oaqa B ¢a

Remote Access Site To Site VPN

Support

1-3. Security Management

BEEAEEKIBREES
A, Local EESIXIE—F - I ARBILKERRYG
B. Central EESMHXENTT - FERREERFSHREER(Z)BHKERE

Security Management: Manage appliance locally via the web application or centrally via Management Server

+ Overview
System @ Local Local Management
Security Dashboard ™ | Central Manage security policy using the local web application
Security Management

Cloud Services
License
Site Map

+ Monitoring
Active Computers
Monitoring
Reports

+ Troubleshooting
Tools

Support

v Apply Q X Cancel
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1-4. Cloud Services
RECIREEMSS - Cloud Services T Web REIE ~ IRTE ~ WIERKIE
#7E : Try License BER =
Cloud Services: Configure a Cloud Services provider that can handle your security policy and supply a variety of services @ Help

Cloud Services

ConﬁgureQ

Managed Security Blades

Firewall Applications & User QoS IPS Anti-Virus Anti-Bot Threat Anti-Spam Remote Access

e
e

o

URL Filtering Awareness Emulation

Available Services

Reports Firmware Upgrades

Receive periodic network and security reports by mail Firmware upgrades management

Logs i Periodic Backup

Store security and system logs in cloud servers Periodically backup the appliance’s settings
Dynamic DNS

Assign a persistent domain name
e.g. my-gateway.domain.com

v Apply X Cancel

Configure Cloud Services X
Activate connection to a Cloud Services using:

(®) Activation key:

Activation details:

© The activation details are supplied by your Cloud Services provider

v AppIyQ X Cancel
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1-5. License
EE - EESEMAHXIESINAE License - stk Offline & % License ST

License: View, manage and activate your license

Software Blade Expiration Service

£33 Firewall |2 Trial (24 days left)y ~ CPSB-FW
=% Application Control laz) Trial (24 days left) CPSB-APCL
& URL Filtering |2 Trial (24 days lefty ~ CPSB-URLF
Identity Awareness la=) Trial (24 days left) CPSB-IA

@Advanced Networking la=l Trial (24 days left) CPSB-ADNC

@ Ps la=) Trial (24 days left) CPSB-IPS
@ Anti-Virus la=) Trial (24 days left) CPSB-AV
@ Anti-Bot la=l Trial (24 days left) CPSB-ABOT
&3 Threat Emulation laz) Trial (24 days left) CPSB-TE
% Anti-Spam |&2) Trial (24 days left) ~ CPSB-ASPM
43 IPSec VPN laz) Trial (24 days left) CPSB-VPN

Appliance activation is required:

Activate License | Offline | Set proxy

Import Activation File

Activation file:

Select an activation file Browse...

Download an activation file from your Check Point User Center account
under 'My Products’.

Close Import
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1-6. Site Map
BE Web Ul BIN8E0EHE:

Site Map: Navigation map of the web application @ Help
: a : A
& Device &2 Access Policy @ Threat Prevention
Network Firewall Threat Prevention
Internet Access Policy Control Threat Prevention Blade Control
Local Network Firewall Access Policy Threat Prevention Policy
Hotspot Servers Definition and Access Exceptions
Routing NAT Infected Hosts
DNS Usar Awirenose Protections
Proxy e Anarciess IPS Protections
System Threat Prevention Engine
¥ ) QoS Settings
Byl Quality of Service Control 2
: Anti-Spam
Administrators )% ’
Quality of Service Policy
Administrator Access Anti-Spam Control
Device Details Anti-Spam Exceptions
Date and Time
DDNS & Device Access
Tools
Advanced
High Availability
Advanced Settings
v
2. Monitoring
2-1. Active Computers
N o T A 6y SN M
BEEBPHE = E (P ~ MAC - Services - Interface)
Active Computers: Display devices in the internal networks =, Print | @ Help
Type to filter Q| # Saveas.. v Y Fiter~ Zy Details X Revoke Certificate ¥ Refresh =
Object Name | IP/MAC Address Device/User Name Services Interface
B NBOS 192.168.1.5 |=» WebUI, UDP:1900, UDP:5355, Net... 4 LAN1..

b3:ca3acceedfa
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2-2. Monitoring
WIEERING - L2 HHFRPRAS
NF Appliance wv admin | B Log Out | @ Help / Support

< Monitoring | Refresh @ Demo | @ Help

v Overview
Current Connections: % 0 VPN Tunnels | @ 1 Active Device | 4% 31 Connections

System
& NETWORK

Security Dashboard

Security Management Bandwidth Usage es |Sites | Users Top Bandwidth Consuming

Cloud S 28 No Data | Top application
oud Services

® No Data | Top category

License @ No Data | Top site
Site Map Total traffic 41 N/A| Top user
Identity Awareness is inactive
~ Monitoring OB
Notifications
TH \
73150500, Active Devices
l Monitoring l
= Traffic  Total |Received |Sent 0B Total Traffic
eports
; 058 @ 0B Received
~ Troubleshooting 0.48 @ 0B Sent
038
Tools 028
Support 0.18
08 + T r T T T T T T T
11th 8:50pm h 9:10pm 11th 9:40pm
@ SECURITY
Security Events
O INFECTED DEVICES 0O HIGH RISK APPLICATIONS Detected since reboot
Detected in last month
A 0 Anti-B
@ 0 High/Critical infected Devices 27 Most used high risk applications: L tEvents
No Data © 0 Anti-Virus Events ©
@, Internet connected ©Q Update available  © 09:46 PM
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2-3. Reports

BREIAIBAT B KIBRME SEHPRSHAUEBRER - ofRdA £75 Print B
REPATENHATTAPHREFER -

Reports : Monthly| Weekly| Daily | Hourly

Anti-Bot Anti-Virus
283 Events'

Top Bandwidth Consuming

@ High Bandwidth | Top category
42.4GB(24.9%) Bandwidth

€ youtube.com | Top site
29.2GB(17.2%) Bandwidth

X John A | Top user
26.7GB(15.7%) Bandwidth

130GB
Total Received

40GB
Total Sent

7 INFECTED DEVICES
Detected in last month
5 High/Critical infected Devices

4 Infected/Compromised Servers

7 Recently active infected devices

364 Events?2

Demo report: October 13th, 2021 09:00am / November 12th, 2021 09:00am

e IPS Threat Emulation
# 3 Incidents3 0 Malicious files
1000 Files scanned

Bandwidth Usage by Applications

Total traffic:

170GB

Top 5 Apps:
78.3GB

B3 4% Facebook
2 3.7% Wikipedia
2% 53.1% Other

] 17% YouTube
u M 13% Gmail
= 3% 9.2% SSL Protocol

15 HIGH RISK APPLICATIONS

27 Most used high risk applications:
WinMX World, eMule, 3proxy.com,
DroidVPN, more...

A Top users of high risk applications:
John A, Tim R, Dan B, Jill F, Beth D, Jeffie M,
more...

| = Print I
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20211112 F459:39 gateway-id-7121d278-demo-report-12-nov-2021-09-00

NETWORK USAGE 13
Demo report: October 13th, 2021 09:00am / November 12th, 2021 09:00am

Received traffic

4.68GB- WWA’N

2.34GB=

o0 -

T L T T T T T T T T T L T T T T T

12th 14th 16th 18th 20th 22nd 24th 26th 28th 30th 1st 3rd Sth 7th Sth 11tr
Sent traffic

1 R . ol s &
. 1 N /t - .\ ) ) N \/ )
132681 0o N\ 4 \VA" P .A\‘/‘ \. “
660MB -

08 -

T T T T T T L T T T L T T T T T T T

12th 14th 16th 18th 20th 22nd 24th 26th 28th 30th 1st 3rd Sth 7th Sth 11tk

Bandwidth usage

Date Bandwidth Received Sent
Oct 12th 4.42GB oaEssss—— 3.38GB 1.04GB
Oct 13th 5.8GB . ] 4.51GB 1.3GB
Oct 14th 5.92GB [ 4.54GB 1.38GB
Oct 15th 6.4GB oEssssssssEsses—— 4.76GB 1.64GB
Oct 16th 4.58GB oeeeee——| 3.54GB 1.04GB
Oct 17th 4.61GB oEsssesss——— 3.44GB 1.17GB
Oct 18th 5.91GB L 4.74GB 1.17GB
Oct 19th 5.05GB aEEEEee——— 3.44GB 1.61GB
Oct 20th 4.7GB [ 3.2GB 1.5GB
Oct 21st 4.34GB CGEEEEEssS——— 3.41GB 929MB
Oct 22nd 4.79GB [ 3.42GB 1.37GB
Oct 23rd 4.74GB onsssesessss——) 3.68GB 1.07GB
Oct 24th 6.23GB [ 5.03GB 1.2GB
Oct 25th 6.46GB oEsssssssTT—— 4.82GB 1.65GB
Oct 26th 4.91GB L 3.36GB 1.55GB
Oct 27th 6.87GB ] 5.61GB 1.26GB
Oct 28th 4.96GB [ 3.45GB 1.51GB
Oct 29th 4.47GB O 3.35GB 1.12GB
Oct 30th 6.35GB ) 5.02GB 1.33GB
Oct 31st 5.38GB oEsssssssse—————( 4.48GB 902MB
Nov 1st 7.41GB s e 5,84GB 1.56GB
Nov 2nd 4.69GB L 3.76GB 934MB
Nov 3rd 5.03GB CaEEEEE————— 20 3.58GB 1.45GB
Nov 4th 5.35GB [ 3.85GB 1.5GB
Nov 5th 6.93GB S 5.78GB 1.15GB
Nov 6th 5.15GB oEEssssss—— 4.26GB 899MB
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TOP APPLICATIONS |4

Hourly report: August Sth, 2017 09:25am / August 9th, 2017 10:25am

Top applications by bandwidth

Application Risk Bandwidth Received Sent
¥ MSN-web - 116KB(32%) G | 37KB 29KB
=¥ Google Services - 44.3KB(12%) @D 21.7KB 22.6KB
2% DNS Protocol 33.4KB(9.2%) @m» 21.9KB 11.5KB
2% LDAP-search 28.2KB(7.8%) @™ 14.3KB 13.9KB
8 Teamviewer = | 28.1KB(7.8%) @D 16.5KB | 11.5KB
[@ Linkedin - 21KB(5.8%) @M 17KB 4KB
=B | INE o= 13.8KB(3.8%) @ 6.66KB | 7.11KB
@ server Message Block (SMB) 12.2KB(3.4%) (@ 3.14KB  |9.03KB
2® Kerberos Protocol - 10.3KB(2.8%) ® 3.79KB 6.49KB
&2 Microsoft Account 6.7KB(1.9%) (] 5.15KB 1.55KB

All top applications 314KB(87%) 197KB 117KB

Top app"cations by L T (0] 1 T ——

Application Risk Sessions
=2® DNS Protocol 140
a2® | DAP-search 58
2% Google Services a
=8 MSN-web -
a TeamViewer R
28 Kerberos Protocol -
m Linkedin -
@ Sserver Message Block (SMB)

28 Teredo Protocol

-

&% Microsoft Account

All top applications 232

Gateway | R77.20.40 | 00:1C:7F:.7C:CD:1D | © 2016 Check Point Software Technologies Ltd.
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TOP SITES Is
Hourly report: August 9th, 2017 09:25am / August 9th, 2017 10:25am

Top sites by bandwidth = oo

10.2.70.1 233KB(64%) G | 163KB 70.2KB
a248.e.akamai.net 212KB(58%) CENNNNNNNND | 192KB 19.1KB
sysage.com.tw 85KB(23%) - 52.5KB 32.5KB
bing.com 67.6KB(19%) =D 58.6KB 9KB
10.2.25.249 33.2KB(9.2%) @ 28.1KB 5.1KB
adnxs.com 8.41KB(2.3%) ¢ 4.88KB 3.53KB
bizographics.com 7.47KB(2.1%) @ 6.05KB 1.42KB
officeapps.live.com 5.67KB(1.6%) ¢ 4.47KB 1.19KB
All top sites 652KB(180%) 510KB 142KB

Top sites by sessions

10.2.70.1 ]
a248.e.akamai.net 6 ]
bing.com - ]

sysage.com.tw 4 .|

10.2.25.249 1 e

adnxs.com 1 a—

bizographics.com 1 [

officeapps.live.com 1 [

All top sites 25

Gateway | R77.20.40 | 00:1C7F:7C:CD:1D | ® 2016 Check Point Software Technologies Ltd.
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TOP CATEGORIES l6

Hourly report: August Sth, 2017 09:25am / August 9th, 2017 10:25am

Top categories by bandwidth el

Category Bandwidth Received Sent

Computers / Internet 297KB(829%) . | 245KB 51.6KB
Uncategorized 266KB(74%) [ 191KB 75.3KB
Search Engines / Portals 73.3KB(20%) cmmp 63.1KB 10.2KB
Inactive Sites 8.41KB(2.3%) ¢ 4.88KB 3.53KB
Business / Economy 7.47KB(2.1%) ¢ 6.05KB 1.42KB
All top categories 652KB(180%) 510KB 142KB

Top categories by sessions

Category Sessions

Computers / Internet 10 ]
Uncategorized 8 ]

Search Engines / Portals 5 ]

Business / Economy 1 |

Hourly report: August Sth, 2017 09:25am / August 9th, 2017 10:25am

SECURITY EVENTS |7

HOlI|y report: August 9th, 2017 09:25am / August 9th, 2017 10:25am

Top potentially high-risk applications by sessions - e

Application Risk Sessions Bandwidth
8 TeamvViewer - 6 S | 22.9KB

Top users of potentially high-risk applications by sessions

No Data
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3. Troubleshooting

3-1.Tools

RESAHMNHTREILEERNITNIGENER

A Monitor System Resources

B
C
D

E Ping or Trace an IP Address

Show Routing Table
Test Cloud Services Ports

Generate CPInfo File

Host name or IP address:

F Perform a DNS Lookup

Host name or IP address:

G°acket Capture

Select network:

Tools: Various Tools used to diagnose problems with the appliance

Display CPU usage, memory usage and processes
Display the routing table of the gateway

Verify that the appliance could connect to Cloud Services

Ping Traceroute
Lookup
All Interfaces v Start Download File

A.  Monitor System Resources &%& B Al CPU SRAM ERRIR

System Resources

CPU Usage History
100%

x

Memory Usage History

90% 1000M8B
o

80% 800MB
70%

60% 500MB
50%

40% 400MB
30%

20% 200MB
10%

0% + 0B ——

Current usage per CPU: W 7% M1%

Disk Usage (& Refresh
Filesystem Size Used
tmpfs 20.0MB 704.0KB
tmpfs 40.0MB 14 6MB
ubi2_0 65.6MB 468.0KB
ubi3_0 259.8MB 109.0MB
ubi1_0 159.4MB 111.7MB
tmpfs 14.0MB 60.0KB
tmpfs 100.0MB 0.0KB

Current memory usage: 383.5MB

Available Use% Mounted On
19.3MB 3% ftmp

25.4MB 36% fwtmp
61.8MB 1% flogs
146.1MB 43% Istorage
47.7MB 70% Ipfrm2.0
13.9MB 0% /tmp/log/local
100.0MB 0% ftetmp

Close
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B.

Show Routing table &% B ATEE BRI

Command Output

Source Destination Service Gateway Metric Interface Origin

Zny default Any 10.2.70.254 102 wan static-route
Zny 10.2.70.0/24 Zny N& 0 wan connected-route
Any 192.168.1.0/24 Any NA& 0 lan connected-route
Zny 192.168.223.0/24 Any NAE 0 LANSSw connected-route

Test Cloud Services Ports X =imARF & ol IEEiEE

7 BB EERTmARS - FIEER Unreachable

CLOUD SERVICES PORTS TEST X

| Cloud Services Comnectivity Test |

| Pro | Port | State | Description

| TCP | 18191 | Unreachable | Policy/Configuration fe
| TCP | 18210 | Unreachable | Management Connection
| TCP | 18264 | Unreachable | C&s CRL download

| TCP | 443 | Open smbmgmtservice. checkpoint. com | Web services (initial connection, upgrac
| | I | report
<« »

Close
. N3 N —+
Generate CPInfo File W& T2k CPInfo H& X #
Generate CPInfo File © Generating CPInfo file: 5% complete

Download CPInfo File Click the Download button

to save CPInfo file

Ping or Trace an IP Address #i A IP 8k Host name B @l

COMMAND OUTPUT

PING www. baidu. com (180.101.49.11): 56 data bytes

64 bytes from 180.101.49.11: seq=0 ttl1=53 time=9.343 ms

64 bytes from 180.101.49.11: seq=1 tt1=53 time=8.314 ms
-—- wyww. baidu. com ping statistics --—-

2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max = 8.314/8.828/9.343 ms

Close
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F. Perform a DNS Lookup #iA IP 8 Host name #17 M1

COMMAND OUTPUT
Server: 114.114. 114. 114
Address 1: 114.114.114.114 publicl. 114dns. com
Name: baidu. com

Address 1: 220.181.38. 251
Address 2: 220. 181. 38. 148

Close

G. Packet Capture #MERFRE :
> J&F Start F@MEIcg St et o
> Stop FIEMEIREFE S0 e
> i Download File &% RN G134

Packet Capture

Select network: ‘ All Interfaces v ‘ Start Download File

File exists since: Friday, November 12th, 2021 10:30:31 AM (GMT+08:00)
@ Capture file is ready for download

3-2. Support
BEEE support 5
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Support: How can we help?

Whether you have an urgent problem or a simple question, we're here to help you by Web or phone.
Contact Technical Support

@ Local guide is the appliance's help files repository.
 Service Request Tool is your online resource for submitting, updating and tracking service requests.
@7 Live Chat provides online support for quick questions about Check Point products and services.
[ Our Worldwide Technical Assistance Centers are available to assist you 24x7 (select option #4):
Americas: +1(972) 444 6600 / +1 (888) 361 5030 / +1 (613) 271-7950
EMEA: +972 3 611 5100
Australia: 1 800 805 793
China: +86 1084181958
Japan: +81 345 881 101
New Zealand: 0800 443 601
UK: 0808 101 7399
Other Countries: +972 3 611 5100
@ Official support site
@ Download a local manual in PDF format

@ Download Windows driver for a USB-C console socket®

Product Information for Support

Appliance: Check Point VNF (SMB-1)
Security Management: Locally managed
Version (Firmware): R80.20.10 (992001203)
MAC Address: 00:0C:29:9D:09:EC

More: License | Security Dashboard | System

)E‘II
it

= ~ Device
1. Network

1-1. Internet

IR7E Internet - HEREEZ Internet £ 0] =25 Add an Internet
connection H{TIRE
Internet: Manage one or more Internet connections

Status: Connected

Static IP | WAN | 192.168.1.20/24 | 11:28:58

6.67% failures, 7.8ms latency | Connection monitoring...

Edit Delete Disable

l/-\dd an Internet connection...l
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New Internet Connection X
A B C
Configuration Connection Monitoring Advanced

Internet Configuration

Connection name: Internet2
Interface name: DMZ -
Connection type: DHCP -

Use connection as VLAN

ABcElInternet &R (Connecting name) * ZEFE X M AE D (Interface

name) * &8 (Connection type)

New Internet Connection X

Configuration Connection Monitoring Advanced

Internet Configuration

Connection name: Internet2
Interface name: DMZ -
Connection type: DHCP v

Use connection as VLAN

B. Connection Monitoring (EFEFERSNEZES
B-1. Automatically detect loss of connectivity to the default gateway
Advanced - {£F ping default gateway RBIANKZEZEEIEE
B-2. Monitor connection state by sending probe packets to one or more
servers on the Internet - 2%l DNS servers =2 ping Efth server
A TURIBANNBEHEZEIER

New Internet Connection x

Configuration Connection Monitoring Advanced

~-Connection Monitoring

Automatically detect loss of connectivity to the default gateway
Select this option to detect connectivity loss by sending ARP requests (pinging) to the default
gateway and expecting responses

Monitor connection state by sending probe packets to one or more servers on the Internet
Select this option to detect connectivity loss by using more methods and servers

Connection probing method: Probe DNS servers| -

Ping addresses

Probe DNS servers
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C. Advanced E#12E (& T RATRK O] R IR BRI )
C-1. Port Setting 1 EMTU ~ MAC address clone - Disable auto negotiation

~-Port-Settings

Use custom MTU value

MAC address clone:
(®) Use default MAC address 00:1C:7F:7C.CD:1F
Override default MAC address: 00:1C:7F:7C.CD:1F

Disable auto negotiation
C-2. QoS Settings EA £f& ~ ML EE IR
~-QoS Settings
Enable QoS (download)
Enable QoS (upload)

C-3.ISP Redundancy & HA M5t 4 (priority) ~ Load Balancing HItY &
(Weight)
~-ISP Redundancy

Route traffic through this connection by default
In order to route traffic through this connection you need to add specific routes through it

High Availability
Upon failure of the primary Internet connection, traffic will be routed according to
the selected priority

Priority: 2 (The higher the value, the lower its priority)

Load Balancing
Traffic will be distributed automatically according to the configured load balancing weights

Weight: 10 (50% of the total weight)

C-4. NAT Settings

~-NAT Settings

Do not hide internal networks behind this Internet connection

D. HIREZ 5 Internet R OJ£E X 25k Internet f High Availability or Load

Balancing.
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Multiple Internet Connections X

ISP Redundancy
(®) High Availability mode

Load Balancing mode

X Cancel

v Apply

1-2. Local Network

BESIRE Local Network - i New BIal#71g switch - Bridge - VLAN -
VPN Tunnel -

Local Network: Configure and manage local interfaces, switches, bridges and VLANs O Help
¥ New » 4 Edit X Delete Z= Enable
& Switch Local IPv4 address Subnet mask MAC Address Status
= Bridge 192.168.1.1 255.255.255.0 00:1c:7f7c:cd:1e
o VAN © 1 Gbps/Fulld...
(D Cable discon...
X VPN Tunnel (VTI)
e @© Disabled
% LAN2 © Disabled

A Switch : 2 Port 48X A [E VLAN (port based VLANSs) - E— LAN
Switch B9E AR —TMAC Address - B[E LAN Switch BIRREARASFHIT

BT -

RE  ARBENABEHREIPERERET 7 Y BIEMIRE -
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(DHCP JBTTREREER)

New Switch

Configuration Advanced DHCPv4 Settings

Switch Configuration

LAN2

LANS
LANG

Interface Configuration

Assigned to: Separate network v
Local IPv4 address: 192.168.200.1
Subnet mask: 255.255.255.0

Use Hotspot when connecting to network

~-DHCPv4-Server
Enabled

Relay

(®) Disabled

B. Bridge : oI Z M EOREME— Bridge - BERRES AT HIEHNE -

IRE  ARRENFREHRE P ERERE 7 P BITRIRE -
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(DHCP JBTTREREER)

New Bridge

Configuration Advanced DHCPv4 Settings

Bridge Configuration

.
LAN1 Switch .
DMZ
LAN2
LANS v

Enable Spanning Tree Protocol

Interface Configuration

Name: br0
Local IPv4 address: 192.168.220.1
Subnet mask: 255.255.255.0

Use Hotspot when connecting to network

~-DHCPv4 Server

Enabled

Relay

(®) Disabled

C VLAN : tag based VLANs - NigZE# DMZ 8 Lan RV
27 : WA VLANID-ASEEZRENZEO-BAIPEE-&E 7 Y SRIEE
(DHCP oIBiTREEEEH)
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New VLAN

Configuration DHCPv4 Settings

VLAN Settings

VLAN ID: [ 10 |

Interface Configuration

Assigned to: LAN2 v
Local IPv4 address: 192.168.100.1
Subnet mask: 255.255.255.0

Use Hotspot when connecting to network

~-DHCPv4 Server

Enabled

Relay

(®) Disabled

D. VPN Tunnel(VTI) : €7 Route based VPN -
3 : ®A VPN Tunnel ID—%i A VPN IEHBFR—-FB /S VTl FIRE Local 5
Remote IP ; k%S VTI alisE WAN EOMAKEBEO-L 7 Y 58

=

IE o

New VTI

Configuration

VPN Tunnel Settings

VPN Tunnel ID: 2
Peer: RemoteSite
Numbered VTI

Local IPv4 address

R

e |IP address

o

mo

(®) Unnumbered VTI

Local interface: Internet1 v
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1-3. Hotspot
HEESER Hotspot ThaEfa - fEAZESTEREE] Checkpoint TTEIfEIA -
FREFRAEINETHNAERE" OK" FEEASEI - R timeout FKE
R 240 i - BINBEFEIA -

Hotspot: Configure guest access and hotspot Browser-Based Authentication

Hotspot

A @ One network interface is defined for Hotspot | Configure in Local Network
B @ No network objects are excluded from Hotspot | No source exceptions... | No destination exceptions (advanced)...

Access
C Require authentication

(® Allow access to all users

~

Allow access to a specific group:  ManagerGroup

D Session timeout: 240 minutes

E Customize Hotspot portal

A. 12 EEH Hotspot Lan I + RifE&=5S £ Local Network TUH - £HFFHE
ZigEREORT Edit—>2%" Use Hotspot when connecting to network ”
fa s Apply SERERE

Local Network: Configure and manage local interfaces, switches, bridges and VLANs © Help

¥ New + Delete = Disable

Local IPv4 address Subnet mask MAC Address Status
- witc .168.1. .255.255. “c:7f7ccd:1e
LAN1 Switch 192.168.1.1 255.255.255.0 00:1¢c:7f:7c:cd:1
% LAN1 © 1 Gbps/Ful...
4 LAN3 ¢D Cable disc...
v mnaaz ) e B R ]

400-010-8885 8008106669@b.qg.com



Check Point

EE5RS8  SOFTWARE TECHNOLOGIES LTD.

Edit LAN1 Switch

Configuration Advanced DHCPv4 Settings

Switch Configuration

LAN1 ~
LAN2

LAN3
LAN5 N

Interface Configuration

Assigned to: Separate network v
Local IPv4 address: 192.168.1.1
Subnet mask: 255.255.255.0

Use Hotspot when connecting to network

B. ®RERIS - RERIR" No source exceptions” LB/ No destination
exceptions” ROl kB PHIHITEE - S md New Bl OJ# I8
Network Object( 8 EH A0]£%E _ - £ - User &objects BE 2-5
Network Objects) =& e Rdh Apply SEREETE

Hotspot

© One network interface is defined for Hotspot | Configure in Local Network

© No network objects are excluded from Hotspotl No source exceptions... [ No destination exceptions (advanced) |

Hotspot Source Network-Objects Exceptions X
Type to filter Q| # New
TestLanGroup
ManagelLan o Network
Lan223 B IP Range
Network224 &5 Network
ManagerlP B Single IP
NBO5 B Single IP
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CREZEFEGHINE  AEFoEFMBEFEHEBRIIELE internet 315
ERETEERBEHAAUELE Internet - (EFHEHFESE_ - + - User

&objects 1-2 Users & i)

Access
Require authentication
(® Allow access to all users

—~

Allow access to a specific group: = ManagerGroup
D. R E A timeout A&

Session timeout: 240 minutes
E. i€ Hotspot T1H - CIEENHEBRSER @ #HIAGE=E Apply TTAIRE

Hotspot Customization x

Portal Appearance

Portal title: I My Company Hotspot l

elcome to My Lompany Hotspot - You have 1o agree this

Portal message:
terms before connect to internet.

Terms of use

1.Your connection will be logged.
2.You cannot connet to malware website.

Settings

Redirect the user to a URL after authentication

Displayed Logo

Check Point’

SOFTWARE TECHNOLOGIES LTD.

Upload & Use Default

+ Apply X Cancel

ESERE - UEAEBELZE internet KRS EE| Hotspot TUHE - f#BIAFED
IE
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My Company Hotspot Q CUGCKES'H‘

My Company Hotspot
Welcome to My Company Hotspot - You have
to agree this terms before connect to internet.

Username:

Password:

I agree with the following terms and
conditions

1-4. Routing

ISR ERER - R~ New IJHIEHAVER - Rb FERIERAATEE

New Routing Rule

M any source to any destination that belongs to any service should be routed through next hop
Destination Source Service Next Hop
Any Any * Any N/A
Comment: Write a comment..
Metric: 0 [0-100]

&SRS - BcESema it Apply BIIRESSH °

New Routing Rule

any source to 192.168.212.0 that belongs to any service s e routed t gh 192.168.212.254
Destination Source Service Next Hop
192.168.212.0/24 Any * Any 192.168.212.254
Comment: Write a comment...
Metric: 0 [0-100]

A. 157 DNS server(Configure DNS servers)si & F Internet PRiZER DNS(Use
DNS servers configured for the active Internet connection(s))
B. =EZE&EH DNS Proxy
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C. i®%E Domain Name(“FigE o)

DNS: Configure DNS and Domain settings for the device

~-IPv4 DNS

|IPv4 DNS Servers I

(®) Configure DNS servers
These settings will be applied on all Internet connections

First DNS Server: 8888
Second DNS Server:

Third DNS Server:

Use DNS servers configured for the active Internet connection(s)

[1Pv4 DNS Proxy |

Enable DNS proxy
Relay DNS requests from internal network clients to the DNS servers defined above

Resolve Network Objects
Use network objects as a hosts list to translate names to their IP addresses

| Domain Name I

Domain name: e.g. MyCompany.com
v Apply X Cancel
1-6. Proxy

IXEEAEH Proxy

Proxy: Configure proxy settings for connecting with Check Point update and license servers

Use a proxy server

2. System

2-1. System Operations
EF1%E(Reboot) ~ ARATNIKEE (45 B BIARZ Default Settings) ~ &R
A% ZE (Factory Defaults)
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Appliance

Reboot
Default Settings

Factory Defaults

hR A B F — F o B SRR ERD

Reboot the appliance
Restore factory default settings but keep the current firmware version

Revert to the factory default image and settings.
The factory firmware version is R80.20.10 (992001203)

—hR7A<

Firmware Upgrade

The current firmware version is R80.20.10 (992001203)
@ Firmware is up to date | Check now

Configure automatic upgrades...

Manual Upgrade

Revert to Previous Image

t\J’L

%10 'i J"??, 14 I—EI—EHH% YLl (= Settings 5%
(Create Backup File) - k& 172 /R (Restore)

RE—T]1 %) ~ FoiEh

Backup and Restore System Settings

Periodic backup is OFF

Create Backup File Restore

2-2. Administrators

B EE AR SHENIR | &SR Super Admin ~ {XBE&EE Read-Only
Admin - (NEEECE W45 Networklng Admin

Administrators: Configure administrators for the device 2 Print | @ Help

© No RADIUS servers exist | RADIUS configuration

Type to filter Q “~ t X ete  {§F Security Settings
1 admin w Super Admin
2 ReadOnly 9 Read-Only Admin
3 NetworkOnly &3 Networking Admin

2-3. Administrator Access
59l

REEHERE
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Administrator Access: Web (HTTPS) and SSH access for administrators

Select the sources from which to allow administrator access

LAN VPN Internet

Access from the above sources is allowed from

(® Any IP address
Specified IP addresses only

Specified IP addresses from the Internet and any IP address from other sources

Access ports
Web port (HTTPS): | 4434

SSH Port: 22
v Apply X Cancel

2-4. Device Details Device Details: Configure device's name and details
REREENA

Appliance name: Gateway

2-5. Date and Time
REREZRNEBSHX

Date and Time: Configuring device's date and time manually or using NTP

Current System Time: Tuesday, August 29th, 2017 11:42:03 AM (GMT+08:00) Taipei
Adjust Date and Time

(®) Set date and time manually
Date: Tuesday, August 29th, 2017 B8

Time: M4 AM -

Set date and time using a Network Time Protocol (NTP) server

Time Zone
Local time zone: (GMT+08:00) Taipei v

Automatically adjust clock for daylight saving changes

2-6. DDNS & Device Access
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REEGER DDNS
DDNS & Device Access: Configure a persistent domain name for the device

DDNS
Connect to the appliance by name from the Internet (DDNS):

Your routable host name, as defined in your DDNS account

Reach My Device

Register to allow connections to the appliance when it is unreachable from the Internet.

2-7.Tools
57 >" - Home> 3.Troubleshooting>3-1Tools 48[ - 2#t T 2RI

3. Advanced

3-1. High Availability
oM EaIREM HA - Rs Configure Cluster FHGIRE
Stepl REZHFIIRENETBREFLERE

New Cluster Wizard Step 1: Gateway Priority X

Gateway Priority

@® Configure as primary member
This appliance is the first to be configured

Configure as secondary member
Primary member has already been configured and this gateway will connect to it

Step2 R EIRFEEBENMEEN - Advanced RERSELMARENEORS
R (PR Z LAN2)
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New Cluster Wizard Step 2: SIC Settings x

Secure Internal Communication
This will be used for establishing the initial trust with the other member

Password: sssscsss

Confirm: eseccccs

~-Advanced

Sync Interface

Sync interface: LAN2 -
Sync IP address: 10.231.149.1

Sync IP subnet: 255.255.255 0

Other member sync IP address: 10.231.149.2

Step3 kP IREZEORBEEEER HA - HIRER port down RHEIER HA

New Cluster Wizard Step 3: Gateway Interfaces (1 out of 6) X

LAN4

Enable High Availability on Interface

Monitor interface state (fail over when interface is down)

Step4 Finish SEAER E

High Availability: Cluster between two appliances @ Help

@ Enable © This gateway (Primary Member)

D Peer Gateway Reinitialize Trust
This gateway is active | Peer gateway is not defined | View diagnostics

~

Disable Reset Cluster Confi ion  Force Member Down

g

List of Configured Interfaces

« Edit
Name Status IP Address Member IP Address

LAN1 @ Monitored 192.168.1.1/24

LAN2 # Sync Primary: 10.231.149.1, Secondary: 10.231.149.2
LAN4 @ Monitored 192.168.223.4124

LANG @& Monitored 172.16.90.1/24

LAN5:2 @ Monitored 192.168.2.254/24

LAN5:3 @ Monitored 192.168.3.254/24

Internet1 © Monitored 10.2.70.121/24
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3-2. Advanced Settings
BERREBMRNEMZEAS - = Edit oiFTHRE

Advanced Settings: Manage very advanced settings of the device =, Print | @ Help

Changing these advanced settings can be harmful to the stability, security and performance of the appliance

Type to filter QN Edit  Restore Defaults

Attribute Name Type Value Description

Reach My Device - Ignore SSL certificate bool false Ignore SSL certificate when running Reach My Device A
Reach My Device - Server address url smbrelay.... Indicates the address of the remote server that allows administrati...
Internet - Reset Sierra USB on LS| error bool true Indicates whether Sierra type USB modems will be reset when the...
Cluster - Use virtual MAC bool false Indicates if a virtual MAC address will be used by all cluster memb...
Threat Prevention Anti-Virus policy - Priority scanning  bool true Scan according to security and performance priorities for maximu...
Threat Prevention Anti-Virus policy - File scan sizel...  int 0 Indicates the size limit (in KB) of a file scanned by the Anti-Virus e...
Threat Prevention Anti-Virus policy - MIME maximu...  int 7 Indicates the maximum number of levels in nested MIME content t...

I - Access Policy &%
1. Firewall

1-1. Blade Control
A. Firewall Policy>Strict ™22
iz block FRERE - MBATHIREFEZE Firewall>Policy iRE

B. Firewall Policy>Standard 77 &E

BRAVFFIAEXINRE ~ RFAEFIBRE - [ (block) HIMFEARAE
C. Firewall PoIicy>off§'—§I‘7ﬂ
VFFRERER

Firewall Policy

Strict
@ Allow traffic to the Internet on all services...
@ Standard @ Allow traffic between internal networks
@ Block incoming traffic
Off

© No servers are configured | Add a server...

D. Applications & URL Filtering>On Bz K URL & i8IN5E

E. Applications & URL Filtering>URL Filtering only X AR URL LJ8IN8E
F. Applications & URL Filtering>Off RE AR ASURL T8 INEE
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G. %% Applications & URL Filtering iZ &
>ol ik FBRKAEFRRMEEMNEA - B = security risk categories »
inappropriate content - file sharing applications & B &] I8

H (other undesired applications) -

& on Applications & URL Filtering '@ Up to date
o v & Block security risk categories
URL Filtering
only ¢ Block file sharing applications
Off Block inappropriate content

2% Block other undesired applications

Limit bandwidth consuming applications

> mth JEBEZIMBEREDEIE - iRl AolfkiE - FE @40 L
s Check Point AppWiki &1 -

OTHER UNDESIRED APPLICATIONS X

Select from: Common |Categories | Custom |All
Type to filter Q ¥ New v

@ Adds other software Category
B AM
@ Alcohol & Tobacco Category
& Allows remote connect Category
@ Allows remote control Category
@ Amazon
& Anonymizer Category
f. Ares
& Art/ Culture Category

There are no selected items.

v Apply X Cancel

> ‘A& Limit bandwidth consuming applications B £+ %1% /I N A S URL
PRI EE M2
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@ on Applications & URL Filtering @ Up to date
URL Filtering v & Block security risk categories
only 3% Block file sharing applications
Off @ Block inappropriate content

2% Block other undesired applications

Limit bandwidth consuming applications

> Z)%t Enable User Awareness tJ A ERF1AEES] - F4RASE > -
Access Policy>2 User Awareness °

> AFEREICTE niF(allowed)ZFEi(blocked)RIRE -

Tracking: v Log All~ blocked traffic

Log All~ allowed traffic

1-2. Policy
BE5IRE Firewall Policy
> mitENew 1&g Policy

#EKIR (source) ~ B B9 (Destination) + NF (Application) - ARF%
(Service) * ThfE(Action) ~ I£E(Log) - mth Apply BlZRESEAL

ADD RULE: OUTGOING ACCESS TO THE INTERNET X

any source to the Internet of any application / service is blocked logged

Source Destination Application / Service Action Log

* Any @ Internet * Any @ Block B Log
Write a comment...

Apply only during this time: A v A v

Limit download traffic of applications to:

Limit upload traffic of applications to:

+ Apply X Cancel

HBIRTE Application i - 7£ Action BYEB/> O] e BE 4 (Block) ~ 14T (Accept) »
BIAEIIT(Ask) + 7~ inform TIEBIAG 4T (Accept and inform) ~ E7R
inform TUEIFFEE (Block and inform)
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ADD RULE: OUTGOING ACCESS TO THE INTERNET

any source to the Internet of Alcohol & Tobacco is blocked logged

Source Destination Application / Service Action
* Any @ Internet @ Alcohol & Tobacco @ Block B Log
Write a comment... © Block
@ Accept
Apply only during this time: 09 00 AM ¥ - 09 : 00 AM ¥
pply only g O Ask
Limit download traffic of applications to: 1000 Kbps

i Accept and Inform

Limit upload traffic of applications to: 100 Kbps i Block and Inform

v Apply X Cancel

> 3 Edit 182X - Delete filf% - Disable /=8 Policy - Clone ElFf#t#E policy
HITIRE

s

¥ New ¥ 2 Edit X Delete

m

1able [= Clone #F Customize Messages

> Customize Messages oJBxE Ask ~ Accept and Inform ~ Block and Inform
THES & Logo B A (Customize)

# New v N Edit X Delete = Disable [= Clone #F Customize Messages
L Ask A6l - oIt ATTEARER ~ @ - RS - FIRENRBIAKKBIIRIE(Accept or

Block) MUK 8a]$% (once a day * once a week * once a month)
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Customize Messages X

Ask Accept and Inform Block and Inform Customize

Message Content

Title: ’ MY Company Application Control

Subject: ’ Are you sure to access?

Body: Access to $application_name is intended for work-related use
only.

Category: $category.
Reference: $incident_id

Optional keywords...

Ignore text: | will use this site or application for work-related use only

User must enter a reason

Message Settings

Fallback action: Block -

Frequency: Once a day v

v Apply X Cancel

BBl - Ask TIHE

1

MY Company Application Control o Check Point

SOFTWARE TECHNOLOGIS LTD

9 Are you sure to access?
Access to *sysage.com.tw is intended for
work-related use only.
Category: General.
Reference: E7TAAED4A

Please specify the access reason here

I will use this site or application for
work-related use only

Cancel I OK |

ﬂ Mpow Xé: DlasrChunek
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1-3. Servers
BEESIRTE server W& - WXWROJAT Policy St EMIS E P #ZEH -

Servers Definition and Access: Access permissions and NAT for server objects &= Print | @ Help

[Typetoﬁ\ter Q| # New /' Edit X Delete

Server Type IP Address Public IP Address Comments

MailServer1 I Mail Server 192.168.10.2 TCP: 25,110,143

1-4. NAT
EH NAT 518 NAT rules

NAT: Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic

Outgoing Traffic

Y] | Hide internal networks behind the Gateway's external IP address

NAT Rules
W New Server (forwarding rule) | Hide NAT rules
# New ¥ / Edit X Delete = Enable

Original Source Original Destinati... ~ Original Service Translated Sourc... Translated Destin...  Translated Servic.. = Comment

¥ Manual NAT Rules

1 & lan-30 * Any * Any B Fw-out (hide) * Original * Original

2. User Awareness>Blade Control

User Awareness: Incorporate users into access policy and display users in security logs

2-1

@ on User Awareness

© Configuration wizard 2.2

off

Policy configuration

=L Active Directory Queries Configure... | 2-3

/A\ No Active Directory Server defined

\ZJ Browser-Based Authentication Configure... | 2-4
Users are required to enter their credentials in a portal

2-1. BRARMAPHIOES - B2 TRPIKSHREREIH LOG ioH
> EFETE log P User — T &EE BFKS
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Security Logs: Monitor Check Point security logs, created by the appliance

@ He

Enter search query... pe z Refresh @ Query Syntax Gé View Details 935 Clear Logs z:l Options ~
Time User Blade Interface  Action Source Destination Service Rule Description

Today 10:43:21 NBO7 Identity Awa_, ‘i Log,.. 192.168.... Session Expiration: Session...
Today 10:41:17 NBO7 Identity Awa, ] Login | 192.168.... Successful Login: User and...
Today 10:44:41 € URL Filtering WAN @ Allow | 192.168.... | 216.58.2... HTTPS 3 (Outgoing) | tpc.googlesyndication.com...
Today 10:39:18 EE‘ Application WAN 6 Allow | 192.168... 216.58.2... HTTPS 3 (Outgoing) = Google Calendar was allowed
Today 10:11:43 NBO7 Identity Awa,, ‘i Log,.. 192.168.... Session Expiration: Session...
Today 10:11:37 NBO7 £22 Firewall LAN3 @ Acce 192.168... 192.168... TCP/6690 Default poli... = Accepted on rule Default po...

2-2. mih Configuration wizard BJi# A5|5ik%E - configuration AiZ1Z E o]
User Awareness Wizard X

Methods for identifying users
=L Active Directory Queries

Seamless detection via your local AD server

=1 Browser-Based Authentication
Users are required to enter their credentials in a portal
2-3. EF AD server IRBIFBE &% (Active Directory Queries) - ‘AikfE o R
Configure 2% AD server BLEER

=L Active Directory Queries Configure...

A\ No Active Directory Server defined
Active Directory Queries

Use existing Active Directory servers

(®) Define a new Active Directory server

Domain: nico.com

IPv4 address: 192.168.223.60
User name: administrator
Password: ssssssce
User DN:

Discover
Use user groups from specific branch only

2-4. BANIS23E A (Browser-Based Authentication)?RiIREIBE &5 - HEBH
ENGRZZHEAZRFHRNIGN - B2EEARIES D4 o4
> EHM Browser-Based Authentication EHEXRFRIFMIL - £E7R Login TUE -
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}
n Check Point

Software Technologies LTD.

Network Login

Network Access Login
In order to connect to the network, please

enter your credentials

Username | ]
Password | |

> BAROBERMRE(terms and conditions) - ERfG st Next BI o] 1E & X4 U E
L

u Check Point

Software Technologies LTD.

Network Login

Network Access Agreement

The network access is subject to certain terms
and conditions that you must verify in order to
continue.

[J I have read and agreed to the terms and

conditions.

[ concel RS

3. QoS

3-1. Blade Control
A. ER=ERIA QoS I1EE
B. QoS ¥1% Plicy i (QoS Default Policy)
B-1. AR BU M RN RSB
(Ensure low latency for delay sensitive services)
B-2. FAfRFT A VPN\service f7 5
(Guarantee % of the bandwidth to VPN traffic on all services)
B-3. PRI E RN ARSI 2
(Limit bandwidth consuming applications)
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Quality of Service Control: Manage bandwidth by configuring Quality of Service (QoS) policy

oS
@ on 9
QoS options are not selected for the configured Internet connection | Internet connections

No manual QoS rules configured
off ° 3 :

QoS Default Policy

v Ensure low latency for delay sensitive services (e.g. VolP)
Guarantee 2( % of the bandwidth to VPN traffic + on all services

Limit bandwidth consuming applications

3-2. Policy
fic& QoS Policy

© Blade is not active (QoS). Dismiss

Quality of Service Policy: Manage bandwidth by configuring Quality of Service (QoS) policy rules @ Help

@ Limit bandwidth consuming applications is disabled

@ Limit low latency traffic to 20% of bandwidth

# New v ' E X Delete = Enable
Source Service Guarantee/Limit Weight Track Comment
1 * Any * Any 2% Delay sensitiv...  Latency: low 10 — None Note: Ensure low latency for Delay Sensitive Services (¢
* A ¥ Any (encrypte - None tee e
3 * Any * Any * Any -/- 10 — None Note: Default QoS policy

f « Threat Prevention 2%
1. Threat Prevention

1-1. Blade Control
E =R IPS ~ Anti-Bot » Anti-Virus * Threat Emulation I8t - sh Edit
oI E -

[y - .
-*3 Oinfected devices  wore deais
Threat Prevention (Powered by SandBlast Cloud)

| on IRES @ Updating...
m\ Anti-Virus & Update available

m‘ Anti-Bot & Update available

EEd Threat Emulation

Schedule updates
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A. EditIPS
YERRIPS MHAINLED - 7 Strict(TER 2 i) - TIRBET Typical (2225
MEEBRERE) - Custom(BEX) =

Policy
Strict

® Recommended
Custom

Tracking options: B Log v

Protection Activation

High confidence: @ Prevent

Medium confidence: @ Prevent

Low confidence: Detect

Severity: Medium or above
Performance impact: Medium or lower

v Apply X Cancel

Severity =B,

Confidence-level —EE% 4

Performance impact — ERLLE IPS BAiF M EER 2 E

IPS Ffrig ERY5IF 0] 7 /5 42 Threat Protection>Protect>IPS Protections &%&
B. Edit Anti-Bot& Edit Anti-Virus& Threat Emulation

Protection Activation

High confidence: @ Prevent

Medium confidence: ¥ Prevent

Low confidence: Detect

Severity: Medium or above
Performance impact: Medium or lower

1-2. Exceptions
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BISMZTE - SIEt X R ERFIREBIINPEE - mds# New BIOJFIBIRE

Threat Prevention Policy Exceptions: Configure exceptions for specific traffic so it is not blocked by Threat Prevention protections & Check Point ThreatWiki | @ Help
Threat Prevention Exceptions N
¥ New v ' Edit X Delete #F Whitelists v

Destination Protection Service Action Comment

Source

Add threat prevention exception

1-3. Infected Hosts
EESRRENEN

Infected Hosts: Display infected hosts and servers in the internal networks

# 0 infected hosts

Type to filter Y Filter » ¢ Ad Sw

Q (O Refresh

IP/MAC Address Device/Us... Protection...

Object Name

Incident Type Severity

No items were found
2. Protections

2-1.1PS Protections
B%& IPS Protections A%k - dJ&# XHE policy miz ™ Bt SRIEER KRS
R ITENTE

IPS Protections: Monitor protections list and manually configure specific protections to override general policy = Print | @ Help

Type to filter

Protection

Q| /' Edit

Protection Type

Category

Severity

Confidence Le...

Performance Imp...

SYN Attack

Sequence Verifier
LAND

Ping of Death

Small PMTU

Teardrop

Max Ping Size
Non-TCP Flooding
Network Quota
Dynamic Ports
Inbound DNS Request
Mismatched Replies
Scrambling

Non Compliant DNS
Unknown Resource Record

DNS Data Overflow

DNS Maximum Request Len...

& < Page 1 of 242

Server/Client Protection
Server Anomaly
Server/Client Protection
Server/Client Protection
Server/Client Anomaly
Server/Client Anomaly
Server/Client Anomaly
Server/Client Anomaly
Server/Client Anomaly
Server/Client Anomaly
Server Protection
Server/Client Protection
Server/Client Protection
Server/Client Anomaly
Server/Client Anomaly
Server/Client Protection

Server/Client Anomaly

»

TCP

TCP

Denial of Service
Denial of Service
TCP

Denial of Service
IP and ICMP
Denial of Service
IP and ICMP
Network Security
Cache Poisoning
Cache Poisoning
Cache Poisoning
DNS

DNS

DNS

DNS

58

W Inactive
W@ Inactive
@ Prevent
@ Prevent
W Inactive
W@ Inactive
@ Prevent
W@ Inactive
W@ Inactive
W@ Inactive
W Inactive
W@ Inactive
W Inactive
W@ Inactive
W Inactive
W@ Inactive

W Inactive

High
High
Medium
Medium
High
High
Medium
High
High
Medium
High
High
High

o Critical

Medium

o Critical

Low

Mediu...
Mediu...
Medium
Low

Mediu...

Mediu...

s Critical
- Low
Very-low
Very-low
e Critical
Very-low
Very-low
- Low
s Critical
Very-low
s Critical
s Critical

s Critical

- Low
- Low
- Low
- Low
1-50 of 12071
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B ERIERIMIIFshF

PROTECTION SETTINGS: SQL INJECTION X

General

Protection Configuration

v Override IPS policy action:
®) Prevent
Detect
Inactive

Track: E Log v

+ Apply X Cancel

2-2. Engine Settings
HMRELMSIZE - o IKBELIRERKHITIEE
A. 12T IPS #REE : IEEIPSHEMAREERBENHITIHIE - BLIAZActive - 5B

Detece#Inactive -

IPS

New protections policy

Newly downloaded protections will be setto: | @ Active v
@ Active
Bypass under load
Detect
Bypass under load
¥ Inactive

Detect-only mode (IDS)

Detect-only mode (IDS)

Import IPS protections...
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B. REZHRIRENEBIRFINAATRE - AEGEIZER Configure - Tl

HHITIRE
Bypass under load
[v] Bypass under load | [configure..}
Bypass under load tracking: [E Log v

Bl Hi12F% CPU 5T 90%HFLE IPS - 185 70%E EH IPS

GATEWAY LOAD THRESHOLDS X

IPS inspection is disabled if resource usage High
exceeds the High threshold. @) It is re-enabled
when usage falls below the Low threshold. @

CPU Usage

Low: 70 4 % High: 90 2%
Memory Usage

Low: 70 4 % High: 90 2%

IPS is activated/deactivated when a threshold is crossed for over g seconds

v Apply X Cancel

C. 27 Anti-Virus [H1F3EHE - g AR MM E O H AW External and
DMZ

~-Anti-Virus

Protected scope

(®) Scan incoming files from External and DMZ ~  interfaces

Scan both incoming and outgoing files
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D. =% Anti-Virus 31701 Http ~ Mail ~ FTP

Scanned protocols
HTTP (on any port)
Mail (SMTP and POP3)
FTP
E. ®7%E Anti-Virus XHEEAIB ST : RIBEXREXHZE (Process file
types known to contain malware) « SABBFTA X258 (Process all file types) -
B X X B B8 B 5 3 (Process specific file types families)
File types policy
(®) Process file types known to contain malware
Process all file types
Process specific file types families | Configure..
F. R Anti-Virus KIS 2Z&% Threat Prevention FE/IE XK policy - B4
SR Kol AREZE
Policy overrides
URLs with malware (HTTP): According to policy v
Viruses: According to policy v
G. 12 Anti-Virus 89 Ask ~ Block TTEE R - 5IRE Access Policy BtH) Ask T2
% E F A MH[E
M Ask Al - ol ATUETRER ~ £ - RS - FREARIAKMETRIEIF(Accept or

Block)5 180l % (once a day * once a week + once a month)
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Anti-Virus User Message x
Ask Block Customize
Message Content (o]
Title: Check Point Anti-Virus
Subject: Are you sure?
Body: The site you are trying to access is classified as

malicious.

Malware activity: $activity.
URL: $original_url.
Reference: $incident_id.
Press OK to continue.

Optional keywords.

Ignore text: Ignore warning

User must enter a reason

Message Settings

Fallback action: | Block -
Frequency: Once a day - v
' Apply X Cancel

H. &% Anti-Bot skl& 2% % Threat Prevention S EHIE X policy - BLH
FRERSK Ol A A%
~-Anti-Bot

Policy overrides

Malicious activity: According to policy v
Reputation domains: According to policy v
Reputation IPs: According to policy v
Reputation URLs: According to policy v
Unusual activity: According to policy v

I 127 Anti-bot i Ask ~ Block TTEE R - 5 G iZE Anti-virus & & 3 AMHE
J. 18 Threat Emulation W FSEE - Mg AN OHRI RS
External and DMZ - s #PAA B A Scan both incoming and

outgoing files

~-Threat Emulation

Protected scope
(®) Scan incoming files from External and DMZ ~  interfaces

Scan both incoming and outgoing files
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K. 3t Threat Emulation 3% H1Y - B HTTP ~ Mail(SMTP)

Scanned protocols
HTTP (on any port)
Mail (SMTP)

L. iR Threat Emulation 247893 #4358 - [ Configure HITIRE
File types policy

Process specific file types families | ConﬁgureAQ

Edit File Type

Extension: cab

| Action: ‘ 2 Inspect - ||

Description: Cab archive

v Apply X Cancel

M. #%$#5E Threat Emulation 3N - ZXXEHAIEET
Background HXHBE AL = FESEA(TIR) ;
Hold H XX DED TR XX S block - EEID M IBIAZB RN 1 255
A=A

HTTP connection emulation handling mode
(®) Background - connections are allowed until emulation handling is complete

Hold - connections are blocked until emulation handling is complete

3. Anti-Spam

3-1. Blade Control
E R Anti-Spam IHEE
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Anti-Spam Control

on Anti-Spam

(® off

Detect-only mode

3-2. Exceptions
FoBIIFSEEBZE - mdh NEW olfEA ip 3t domain 5% E

Anti-Spam Exceptions: Manually configure IP addresses and email addresses to be exempt from inspection or blocked

© Help

Allow List Block List

Type to filter Q| # New & X Type to filter Q| # New &

Sender / Domain / IP Address Sender / Domain / IP Address

192.168.223.70 Add a new Sender / Domain / IP Address

Block the Following: X

(®) IP address

Sender / Domain

v Apply X Cancel
- ]
7% * VPN %%
1. Remote Access

1-1. Blade Control
A. ERER I Remote Access THAE
B. ¥E#¥ %% VPN Remote Access 75
@® on Remote Access A

© No local users and groups are defined with VPN Remote Access permissions

© Static IP for Remote Access:

Off
v Allow traffic from Remote Access users
v Log traffic from Remote Access users

Require users to confirm their identity using two-factor authentication | Configure...
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VPN Remote Access users can connect via:

- ;:, Check Point VPN clients

Connecting laptops/desktops with Check Point's VPN client software | How to connect...

- D Mobile client

Enable VPN remote access mobile clients to connect via Check Point Mobile VPN client | How to connect...

a SSL VPN

Enable VPN remote access clients to connect via SSL VPN | How to connect...

E] Windows VPN Client

Enable VPN remote access clients to connect via native VPN client (L2TP) | How to connect...

B-1. Check Point VPN clients & A BB E FimiEEVPN (7838
D)

B-2. Mobile client &3 F 4 app %E# VPN
Stepl.7i5t T &k Check Point Capsule Connect APP (FE L IOS 14l)
Step2. iR EIEH
Step3. HIARZMNIKSEG
Stepd . E#EMIN

Cancel a About

Check Point as]
Capsule Connect
Check Point Software Te... > New Connection

Scan QR Code

o

v 1 oo Col
G Manual Connection

check point capsule*
CONNECTY
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. e o
< New Connection G About 3 Site List ou
Device-wide VPN

Your Network (\}\ Chp1 400 @

10.2.70.121, NBO7

Manual Connection

If this information is not available to you please
contact your system administrator

Cancel Login About < site List About
Connect to: W ’
10.2.70.121

NBO7

CONNECTED

00:00:19
Time Left: 07:59:41

User
NBO7

Site
10.2.70.121

Disconnect
L

B-3. SSL VPN %% Browse SSL VPN &E# - W A SZIEHITIERE

SSL Network Extender |

Please enter your user name and password
H of an ActiveX / Java
User Name: | | pnding on your conne:
he security certificate *

Password: [ |

Click for using SecurdD | [ the completion of th

B-4. Windows VPN Client {833 Bz 17 VPN %3
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3 VPN BB S
[ [mE | =% [@Ewox 2R |
VRN 5RY(T):
(1A 1P B0 ESESEENARE L2TRARSec) -
g SERERIEES)
ERMEO):
(arEmE EEE AN ) =)
L

© (BRI PADERBIRRTE EAR)E)

© RIFELERER)

FINERIFTE PAPY)
[¥] Challenge Handshake BREB3EHMARE (CHAP)H)
Microsoft CHAP BEA 2 (MS-CHAP v2)(C)
7] B&EhER Y Windows RIEN R BE TS (B
2 MNRBAIFE)A)

BGH
| EEAE
(| EmEg: 4
© ERTEELALIRETREP) s ;;gzggg
FIREK) O I EEERES
O ERSEETREBC) l;b \épg a???ﬁﬁ;

SR ek B EMABIHER LR

VPN S
VPN 5 caa )
T
1-2. Remote Access Users
READFIHDWAFE
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Remote Access Users: Configure remote access permissions for users and groups

© No authentication servers are defined. Add Active Directory / RADIUS server

Type to filter Q ¥ Add v \ Edit X Delete N EditPermissions
Name Remote Access Comments
2 NBO7 @, User permissions
) 3 NB04 @, User permissions
j 3 NBO1 @, User permissions
aqt ManagerGroup @, Group permissions

A IR EDIF Remote Access AP - sith Add oJHig

New Local User X

Remote Access SSL VPN Bookmarks

User name:
Password:

Confirm:

Comments:
Temporary user

Remote Access permissions

v Apply X Cancel

B. mdsEdit Permissions £ 5IA BP0 ERINE

Selected (3):

Users X RemoteUsel X NB07 X

Filter: Users | Active Directory

Type to filter »

NBO7

RemoteUse1

vpnuser

| @ Apply | | @ cancel |
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1-3. Authentication Servers
5>+ - Users&Objects>1-4 Authentication Servers 18]

1-4. Advanced

Remote Access Advanced Settings: Configure additional advanced options for VPN remote access users

Office Mode - Allocate IP addresses from the following network:

Office Mode Network: 172.16.10.0 A

Office Mode Subnet: 255.255.255.0

Route Internet traffic from connected clients through this gateway

Local encryption domain is defined automatically according to topology.. .

DNS servers for Remote Access users:

Office mode first DNS for clients This gateway Configure manually
Office mode second DNS for clients: Field is not mandatory c
Office mode third DNS for clients: Field is not mandatory

DNS domain name Same as DNS domain name | Configure manually

SSL VPN Bookmarks
Type to filter Q| ¥ New N Edit X Delete

Label Type URL

No items were found

A 8EERE VPN B0 MW ER
B. @& /1 Client 35T gateway E#Zl Internet
C. I8 EiEH VPN A9 DNS Server

2. Site to Site

2-1. Blade Control

E =R Site to Site VPN Ih8E
Site to Site VPN Control

Site to Site VPN

© One VPN Site defined | VPN Sites

Allow traffic from remote sites (by default)

Log remote sites traffic (by default)
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2-2. VPN Sites
A. sitENew 2175( Edit 4m%8 VPN Site
B. kX Hi A Site Name - Connection Type - Authentication - #tHI Remote

Site Encryption Domain
>  Remote Site Encryption Domain o] 5 New #7i&# Remotelan GBfl) - &
BXNBERTE D] s Select ZEERENT]

Edit VPN Site X

Remote Site || Encryption || Advanced

Site name: RemoteVPN N
Connection type: Host name or IP address v
(©) 1P address 10.2.70.103
[ ] Behind static NAT
() Host name
Authentication
(@ Preshared secret
Password: ssssscce
Confirm: esscscee
(O Certificate
Match certificate by DN
Remote Site Encryption Domain
Encryption domain: Define remote network topology manually v
:fjl New E\Select...
Object Name IP Addresses Subnet Mask
Remotelan 192.168.212.0 255.255.255.0 v

\o Apply ] ’@ Cancel ‘

V]

C. tJ#2| Encryption WEHEIANZE ST - BESEER VPN sites HE
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Remote Site Encryption Advanced

Encryption settings: Default (Most compatible) v

Renegotiate every: 3600 seconds (60 minutes)

v Apply X Cancel

D. tJ#:%] Advanced TTHIASRIZE

NEW VPN SITE X

Remote Site Encryption Advanced
Settings ~ A
v Remote gateway is a Check Point Security Gateway
Enable Permanent VPN Tunnels
V| Disable NAT for this site
Connections opened to this site will use the original IP address NAT is defined
Allow traffic to the internet from remote site through this gateway
Encryption method ~
Encryption method: IKEV1 v
Enable aggressive mode for IKEv1
Additional Certificate Matching ~
Remote site certificate should be issued by: Any Trusted CA v -
v Apply X Cancel

71

400-010-8885 8008106669@b.qg.com



| Check Point

*% SOFTWARE TECHNOLOGIES LTD.

E. By epEol s Test AR EE &R IR

VPN Sites: Configure remote VPN sites

Type to filter Q ¥ New N Edit X Delete Z= Disable
Site Name Host Name / IP Address

RemoteSite 192.168.220.100
RemotelLan 172.16.90.3
Testing connection to RemoteLan X

(&) Testing VPN site tunnel...

2-3. VPN Tunnels
BEDET VPN BOIRAS

VPN Tunnels: Monitor all VPN tunnels

Type to filter QO Refresh
From Site Name Peer Address Status
No VPN tunnels found

2-5. AdvancedBc EE % VPN WELEINRTHERERK - BREZHKXBEEITRE

Site to Site VPN Advanced Settings: Configure additional advanced options for Site to Site VPN

Local encryption domain is defined automatically according to topology...

Link selection

Qutgoing interface selection:

® According to the routing table

Route based probing

Source IP address selection:

® Automatically chosen according to outgoing interface
Manually configured:

Tunnel health monitoring:

Tunnel health monitoering method: Tunnel test (Check Point Proprietary) v

Jse UFUD (Uegd Feer beledl

Encryption Method

IKEv2 global gateway ID: Gateway-ID-
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3. Certificates

3-1. Trusted
EEEERIALE - OJmdh Add FriBINERIE TS (.crt) - BLE HJ RN ZAIIAIE

Trusted CAs: Manage trusted certificate authorities

Type to filter Q| ¥ Add AN Edit X Delete &* Expo ‘Q Sign a Request
Trusted CA Expiration
Internal CA Wed Aug 12 18:39:06 2037

3-2. Installed Certificates

Parlaw (D = iy Ay Ay = o
BECERIET - fZIMIAEESH pl2 - pix &iE
Installed Certificates: Create and manage appliance certificates =, Print | @ Help
Type to filter Q| ¥ New Signing Request =, Details X Delete ¢* E [ S ertificate =
Installed Certificate Expiration Status
Default Certificate Wed Aug 17 18:39:17 2022 Verified

3-3. Internal Certificate
af&EFE RIS Site to Site VPN S8 FBVR(EMNIZEARAERNESIERER -

» i A\
S &* Export Internal CA Certificate TEYESIFS -

ARN AN
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Internal Certificate: Display the appliance Internal CA certificate and Internal VPN certificate

Reinitialize Certificates Y. Replace Internal CA ¢* Export Internal CA Certificate Q Sign a Request

Internal CA Certificate

© The internal CA certificate is the certification which authenticates the internal CA to sign on the internal certificates

Certificate: 0=00:1C:7F:24:C5:BB..m0s57g

Not valid before: Friday, December 3rd, 2021 06:12:58 AM

Not valid after: Friday, January 1st, 2038 11:14:07 AM

Fingerprint: FAT DEAN OVAL CARD POT CUNY SUNK QUOD FLAM AUTO ASKS REEF

Internal VPN Certificate

© The internal VPN certificate is the certificate used for this appliance to authenticate itself on VPN based certificate configurations

Certificate: CN=00:1C:7F:24:C5:BB VPN Certificate,0=00:1C:7F:24:C5:BB..mos57g
Not valid before: Friday, December 3rd, 2021 06:13:06 AM

Not valid after: Tuesday, December 3rd, 2024 06:13:06 AM

Fingerprint: CALL HUGO WINK GIN BURT CASK GAG HIVE SUDS BELL JULY TIME
CRL Distribution: http://my.firewall:18264/ICA_CRL1.crl

+ + Users & Objects &7
1. User Management

1-1. User Awareness

2 #[1-2 User Awareness 8 E

1-2. Users
=5 New #ri2FHF/HF A

Users: Create and edit permissions for users and groups

Type to filter Q| ¥ New ¥  Edit X Delete

No users defined. Add a new us ag¢ Users Group
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Users: Create and edit permissions for users and groups
Type to filter Q # New v N E X C
Name Remote Access Comments
2 NBO7 @, User permissions
2 NB04 @, User permissions
) 3 NBO1 @, User permissions
agt ManagerGroup @, Group permissions

1-3. Administrators

5=+ 2-2 Administrators 48[

1-4. Authentication Servers
HrigiAEARS5 28 RADIUS Servers = AD Server
> ¥ 1AD server

Stepl.=diNew 3§ Add B & AD server fR%5 =3

Authentication Servers: Create and edit authentication services that will be used in user definition
RADIUS Servers

No RADIUS servers exist | Configure..

© Remote access permissions for RADIUS users are disabled
Active Directory
Type to filter Q N Edit X Delete ¥ Configure
DT Server IP User Name

Add new AD Domain

Step2.4 A AD server WECE >Discover User DN >Apply
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New Active Directory Domain X

Domain:

IPv4 address:

User name:

Password:

User DN:

nico.com

192.168.223.60

administrator

essscsee A~y

Discover

Use user groups from specific branch only

2. Network Resources

2-1. Servers

v Apply X Cancel

5=>09 - Access Policy i€ >1-3 Servers 1H[E]

2-2. Applications & URLs
sEINARES AT New o[FTEBEXINHE

Application Management: Define custom applications and application groups 28 Check Point AppWiki | &= Print | @ Help

@ Configure applications default policy in the Applications Blade Control page

Filter by: Common Custom

Type to filter Q
*sysage.com.tw
Adds other software
AlM

2

%

&

%  Alcohol & Tobacco

%  Allows remote connect
» Allows remote control
a Amazon

R J

Anonymizer

BBl #rig URL

Categories All

4 New v 4 Edit |[x
Z URL

2 Application , Application, URL "

28 Applications Group

e File Transfer, Supports video/webcam, Logs IM, Encrypts communications, Instant Chat,...

Encrypts communications, Share links, SSL Protocol, Low Risk, Media Sharing
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New URL X

* sysage.com.tw X

http(s)://

v Apply X Cancel

2-3. Services
EEMNAEREN =T New OIFIZBENSKE -« Edit 4giE - Delete fIFREENX

& H
Services: Change system services' configuration and create/edit new service objects =, Print | @ Help
Type to filter Q |+ New AN Edit X Delete I
Name Type IPPr... Destination Ports Comments
o, HTTP 4% TCP 6 80, 3128, 8080 Hypertext Transfer Protocol A
o, FTP 4 TCP 6 21 File Transfer Protocol
o, PPTP_TCP 4% TCP 6 1723 Point-to-Point Tunneling Protocol, extension of PPP
o, SNMP & UDP 17 161 Simple Network Management Protocol
(o} TFTP & UDP 17 69 Trivial File Transfer Protocol
@, SSH % TCP 6 22 Secure shell, encrypted and authenticated rsh
(o} TELNET % TCP 6 23 Telnet Protocol
(o} SMTP % TCP 6 25 Simple Mail Transfer Protocol
1o} IMAP % TCP 6 143 Interactive Mail Access Protocol

2-4. Service Groups

Ao E ol #18 Service 42

Service Groups: Change system service groups’ configuration and create/edit new service groups

Type to filter Q N Edit X Delete
Name Type Comments
o, DNS 2% Group Domain Name system services
(o} Mail 2% Group Mail protocols
[0} NetBios 22 Group Network Basic Input-Output System
(o} Web 22 Group Web protocols
(o} Any_TCP_UDP 2% Group Any TCP-UDP services
(o} Delay_Sensitive_Services 22 Group Delay sensitive services
(o} Guaranteed_Bandwidth_Services 22 Group Guaranteed Bandwidth Services
[0} VolP 3¢ Group VolIP Protocols
(o} SIP 3% Group Session Initialization Protocols, used in VoIP
& NewGroup 32 Group

77

400-010-8885 8008106669@b.qg.com



Check Point

*® SOFTWARE TECHNOLOGIES LTD.

#7118 Service Group

New Service Group X
Name: NewGroup
Comments:

Type to filter Q ¥ New x Remove |Zy Select.

Services Comments

No items were found

mthselect Ol AE A AR service - = 2F A New Fig service

Select Services X
4 New
HTTP Hypertext Transfer Protocol A
FTP File Transfer Protocol
PPTP_TCP Point-to-Point Tunneling Protocol, extension of P...
SNMP Simple Network Management Protocol
TFTP Trivial File Transfer Protocol
SSH Secure shell, encrypted and authenticated rsh
TELNET Telnet Protocol
SMTP Simple Mail Transfer Protocol
IMAP Interactive Mail Access Protocol
POP3 Post Office Protocol - Version 3
NNTP Network News Transfer Protocol
DNS_UDP Domain Name System Queries (V]

Selected items (3):
HTTPX SNMPX SSH X

v Apply% X Cancel

-

s Apply fE5ER%
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New Service Group X
Name: NewGroup
Comments:

Type to filter Q| ¥ New X Re e Ey Select.

HTTP Hypertext Transfer Protocol

SNMP Simple Network Management Protocol

SSH Secure shell, encrypted and authenticated rsh

v ApplyQ X Cancel

2-5. Network Objects
BE M8 - fmiE - MIBRNENR - 2R OHE policy SUE I ER
R

Network Objects: Create and edit network objects that will be used in the device’s feature configuration = Print | @ Help
Type to filter Q |+ New A Edit X Delet I
Object Name Type IP Addresses
ManagelLan & Network 192.168.1.0/255.255.255.0
Lan223 % IP Range 192.168.223.1-192.168.223.10
Network224 & Network 192.168.221.0/255.255.255.0
ManagerlP B Single IP 192.168.1.4

miiNew g - O 3EFEWEL (Network) ~ 8— IP(Single IP) 3¢ 2 IP SEE(IP
Range) - WiAGmd Apply SR E

New Network Object X
Type: Network v
Network address: Single IP
Subnet mask: IP Range
Network

Object name:

2-6. Network Object Groups
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BF ¥k - REE - MIRAEYHERE

Network Object Groups: Create and edit network objects groups that will be used in the device's feature configuration

Type to filter Q I+ New N E X De 4:-]
Name Type Comments
TestLanGroup &%, Group

s New olIA1TME X S HRECE

New Network Object Group X
Name: NewGroup

Comments:

Type to filter Q ¥ New x Remove Ey Select..

mih Select o]’A%E3A Network Object W25, mth New #11& Network

Object FIMALL Group
Select Network Objects X
4 New
ManagelLan
Lan223
Network224
ManagerlP
NBO5
NetworkObject172
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J\ - Logs & Monitoring

1.Logs

2-1. Security Logs
BE®I Firewall WHE

Security Logs: Monitor Check Point security logs, created by the appliance © Help
A B C D E F

Enter search query Q' O Refresh @ Query Syntax Sy View Details X Clear Logs # Options v
Time U.. Blade Interface Action Source Destination Stop local logging _
Today 17:03:24 i WAN & Accept  10.2.70.239 239.255.255.... Eject SD card safely Default policy (Incoming/! A
Today 17:03:05 f2zFirewall  WAN @ Accept  10.2.70.239 10.2.70.255 NetBIOSDatagram Default policy (Incoming/|
Today 17:02:59 22z Firewall WAN @ Accept  10.2.70.136 10.2.70.255 NetBIOSDatagram Default policy (Incoming/!
Today 17:02:48  N... 22z Firewall LAN1 @ Accept 192.168.1.5 216.58.200.2... HTTPS Default policy (Outgoing)
Today 17:02:48  N... 222 Firewall LAN1 @ Accept  192.168.1.5 10.2.25.2 DNS_UDP Default policy (Outgoing)
Today 17:02:48 zzzFirewall  WAN @ Accept  10.2.70.90 255.255.255....  UDP/5246 Default policy (Incoming/|

A BARBFERIBRFGFETER

Security Logs: Monitor Check Point security logs, created by the appliance © Help
DNS X Q' O Refresh @ QuerySyntax Z, View Details X ClearLogs # Options v
U Interface Action Source Destination
Today 17:02:48 N Firewall ~ LAN1 @ Accept  192.168.15 10.2.25.2 DNS_UDP Default policy (Outgoing)
Today 17:02:38  N... 22z Firewall LAN1 @ Accept  192.168.15 10.2.25.2 DNS_UDP Default policy (Outgoing)
Today 17:01:59 N 22 Firewall LAN1 @ Accept  192.168.15 10.2.25.2 DNS_UDP Default policy (Outgoing)
S e s S -~ TSRS Alpiean SRR ARSI

B. &3 Log

mhRefreshsC B fall#r B &£ 3R

UserNBO7 X Q J O Refresh | @ Query Syntax =, X ClearLogs £ Options v
Interface Destination

Today 17:06:42  NBO7 s2zFirewall LAN1 @ Accept 19216815 2165820046  HTTPS Default policy (Out
Today 17:.06:41  NBO7 fEiFirewall LAN1 @ Accept  192.168.15 102252 DNS_UDP Default policy (Out
Today 17:06:27  NBO7 £33 Firewall LAN1 @ Accept 192.168.1.5 168.61.146.25 HTTPS Default policy (Out
Today 17:06:27  NBO7 2z Firewall LAN1 @ Accept 192.168.1.5 102252 DNS_UDP Default policy (Out
Today 17:06:27  NBO7 23 Firewall LAN1 @ Accept  192.168.15 23.101.30.126 HTTPS Default policy (Out
Today 17:06:27 NBO7 $#3Firewall  LAN1 @ Accept 19216815 102252 DNS_UDP Default policy (Out

Tede. 4aT.AF.AT annT - " oaniae o~ ann arnar “nn 4rn a Are RPIART e e L T R .

C EBRNNATROEREREFMARE
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Log Details x
B Accepted on rule Default policy (Outgoing) < Prev > Next
Log Info More ’
Time Today 17:06:41 Description Accepted on rule Default
Blade 223 Firewall policy (Outgoing)
Product Family Network Inzone Internal
Type Log Out-Zone External
Service ID DNS_UDP
Policy
Session ID 61baass4
Action & Accept XiateDPort 0
Rule Default policy (Outgoing) XiateDst 0000
Traffic XlateSport 12124
Source 192.168.1.5 XlateSrc 10.2.70.121
Destination 102252 NAT Rule Number 0
Service UDP/53 NAT Additional Rule N__. 0
Interface Direction [= inbound
Protocol 17
Destination Port 53
Source Port 64584
Service Name DNS_UDP
Source User Name NBO7 ]

D.BRBEE

mifiClear logs - BEHE

Security Logs: Monitor Check Point security logs, created by the appliance

Enter search query... Q (O Refresh @ QuerySyntax Eyx t X Clear Logs | % Options ¥

Time Blade Interface  Action Source Destination Service Rule
Today 11:11:34 222 Firewall WAN @ Drop 192.168.30.1 192.168.30.255 NetBIOSDatag...

Today 11:07:44 252 Firewall WAN @ Drop 192.168.30.1 192.168.30.255 NetBIOSName

Today 11:07:44  2%2Firewall  WAN @ Drop 192.168.30.1 192.168.30.255 NetBIOSName

Today 11:03:11 € URLFi...

Today 11:03:06 % Applic...

EEEEEIR

Options > Stop local logging fF IEAIICE - BRti—RO[kE
2-2. System Logs
BEZRLGHE

System Logs: Monitor system logs, created by the appliance

Q Refresh X ClearLogs Y, Download Full Log File

Time Type Details

11:20:40 05 Dec 2021 O nfo [AUDIT] [Inteface: WEB] 'admin’ updated logs configuration
11:20:38 05 Dec 2021 O Info [AUDIT] [Inteface: WEB] 'admin’ updated logs configuration
11:19:42 05 Dec 2021 O nfo [AUDIT] [Inteface: WEB] 'admin’ updated logs configuration
11:19:37 05 Dec 2021 O Info [AUDIT] [Inteface: WEB] 'admin’ updated logs configuration
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2-3. External Log Servers
ECESMEE Log Server - o &N —5& Check Point Server g Syslog Server

External Log Servers: Configure external Log Servers for the appliance

Check Point Log Server

Check Point Log Server is not defined | Configure...

Syslog Servers

Syslog Server is not defined | Configure...

A. Check Point Log Server : st Configure—3 A% —& Check point E321%
R IP ~ SIC &R - SIC BB fEAd Apply FEIA

CHECK POINT LOG SERVER X

Secure connection to an external Log Server:

Management Server IP address: 0.0.0.0
SIC Name:

Set SIC one-time password:
Confirm:

Log server uses different IP address

v Apply X Cancel

A

B. Syslog Servers th Configure—%iAServer EC& —iuFZ & XM LogZE
A WIAEIE T Apply BISERBCE
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Syslog Server x
Name: KiwiLog
IP address 192.168.1.4
Port: 514

Enable log server

Forwarded logs:

System logs
Security logs

(®) System and Security Logs

v Apply X Cancel

Bl : Syslog Server W2 KB AZENZRFHE

Kiwi Syslog Service Manager (14 Day evaluation - Version 9.6) fola=s
file Edit View Manage Help
3 @ B A .3 |Display 01 - 14 Days left in evaluation

Date | Time |  Prioty | Hostname | Message -

08-22-2017 17:56:57 SystemO.Notice 192.168.1.1 Aug 22 17:55:52+08:00 192.168.1.1 Action="drop" UUid="{0x0,0x0,0x0,0x0}" src="10.2.70.214" dst="224.0.0.10" proto="88"

rule="Default policy (Incoming/Internal)” rule_uid="{default_internal}" product="VPN-1 & FireWall-1"

08-22-2017 17:56:53 SystemO.Notice 192.168.1.1 Aug 22 17:55:47+08:00 192.168.1.1 Action="drop" UUid="{0x0,0x0,0x0,0x0}" src="10.2.70.214" dst="224.0.0.10" proto="88"
rule="Default policy (Incoming/Internal)" rule_uid="{default_internal}" product="VPN-1 & FireWall-1"

08-22-2017 17:56:49 SystemO.Notice 192.168.1.1 Aug 22 17:55:44+08:00 192.168.1.1 Action="drop" UUid="{0x0,0x0,0x0,0x0}" inzone="External" outzone="Local"
s1c="10.2.70.136" dst="255.255.255.255" proto="17" rule="Default policy (Incoming/Internal)" rule_uid="{default_internal}"
product="VPN-1 & FireWall-1" service="17500" s_port="17500"

08-22-2017 17:56:49 SystemO.Notice 192.168.1.1 Aug 22 17:55:44+08:00 192.168.1.1 Act 'drop™ UU; 0%0.0x0.0%0.0x0}" inzone="External" outzone="Local"
src="10.2.70.136" dst="255.255.255.255" prol 7" rule="Default policy (Incoming/Internal)" rule_uid="{default_internal}"
product="V¥PN-1 & FireWall-1" service=" 17500 "17500"

08-22-2017 17:56:49 System0.Notice 192.168.1.1 Aug 22 17:55:44+08:00 192.168.1.1 Action="drop'’ UU *{0%0,0x0,0x0.0x0}" inzone="E xternal" oulzone— “Local"
src="10.2.70.136" dst="255.255.255.. 255 proto="17" rule="Default policy (Incoming/Internal)" rule_uid="{default_internal}"

product="V¥PN-1 & FireWall-1" service="17500" s. pull— 17500

m

2.Status

3-1. Active Computers
5=>

Monitoring>2-1.Active Computers 18[@

3-2. Infected Hosts
5=>01 - Access Policy 27 >1-3.Infected Hosts 18[E

3-3. VPN Tunnels
5=>75 VPN 8 E>2-4.VPN Tunnels 183

3-4. Connections
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BEBE firewall WiEESREE

Connections: View all active connections =, Print | @ Help
Type to filter Q (O Refresh
Protocol Source Address Source Port Destination Address Destination Port
UDP 10.2.70.121 50002 8888 53 A
TCP 192.168.1.5 50347 216.58.200.46 443
UDP 10.2.70.136 17500 255.255.255.255 17500
TCP 10.2.70.121 48217 103.243.111.213 80

3-5. Monitoring
5 =>_ - Home>2-2.Monitoring 18[E

3-6. Reports
5 =>" - Home>2-3.Reports 1]

3. Diagnostics
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3-1. Tools
5=>" - Home>3-1.Tools 1[E

3-2. SNMP
miE I FESARIH SNMP - 55" Configure...” REZEEFH SNMP traps

SNMP: Monitor the device's status using SNMP © Help
EX] | SNMP Version: v1/v2/v3 | SNMP Traps are enabled | Configure
SNMP v3 Users
¥ New A E

User Name Security Level

No v3 users defined. Add SNMP v3 User
SNMP Traps Receivers
¥ New
IP Address SNMP Version Community Name SNMP v3 User

No receivers defined. Add SNMP traps receiver

SNMP Traps *
Event Name Monitored Object Value Trap OID Description
@  Interface disconnected Interface link status 1.3.6.1.4.1.2620.1.200... Either network cable was. ..
@  Interface unassigned Interface IP address 1.3.6.1.4.1.2620.1.200... Interface IP address rem...
@  High memory utilization Memory utilization >90 % 1.3.6.1.4.1.2620.1.200... Memory utilization excee..
@  Lowdisk space Free disk space <=10% 1.3.6.1.4.1.2620.1.200... Disk partition free space...

=

)

RE L TRESED

— - REWE] MiREAR
A 1EM WEB UL TTE
F 3 2.3%2& ®E Factory Default
73 3.# A CONSOLE &E5%

1. EF WEB Ul T |H
& & WEB UI-{k X%t # Device—System-System Operations—Factory Defaults
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Check Point
VNF Appliance
< System Operations: Manage your firmware version and backup your appliance
B -
) Local Network Appliance
Hotspot
Reboot Reboot the appliance
Routing
== , Default Settings Restore factory default settings but keep the current firmware version
DEVICE MAC Filtering
DNS | Factory Defaults IRevert to the factory defaultimage and settings.
The factory firmware version is R80.20.10 (992001203)
Proxy
9 System Firmware Upgrade
System Operations The current firmware version is R80.20.10 (992001203)
Administrators Could not connect to Check Point Upgrade Service. Check Internet connection | T

Configu

utomatic up

Administrator Access

Manual Upgrade Revert to Previous Image
;;o Device Details
VPN Date and Time Backup and Restore System Settings
DDNS & Device Access Periodic backup is OFF | Settings.
Tools Create Backup File Restore

v Certificates
~ Installed Certificates

Internal Certificate

i OK

to Factory Default image X

/0'3 Are you sure you want to revert to the factory default image? If you
choose to continue, factory default settings will be restored, and all your
current settings will be lost. Once settings are restored, the appliance will
reboot, and you will be redirected to IP 192.168.1.1.

OK Cancel

EEHN 2 niER - B TRRMERE -

2. ¥ & H Factory Default i

CONSOLE

<
/77 | FACTORY
DEFAULT
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121¥ Factory Default #2£1 12 # - Z12%&BIEAY Power and Notice LEDs SALAT
B - BFF Factory Default #%4H - %%l Power R4&{1f5 - BIEERI BLE -
3. ## A CONSOLE &ig

ERBEEMAY USB CONSOLE % - # A CONSOLE PORT : Baud Rate ig3
115200 - Ff FW iE BT - 3 A Ctrl-C - Bl o] £3R Boot Menu:

al_eth0, al_ethl [PRIME], al_eth2, al_eth3

device 0 offset Ox300000, size Ox3fdOOOOO

do_nand: set partition base address to=300000

Trying to read nand: 262144 bytes from offset 3145728
Read nand: 262144 bytes from nand

blob magic: a5a51234

blob crc: 458ae674

Verifying CRC for settings area... Done

soskokkkkkkkkk Hit 'Ctrl + C' for boot menu ¥k

Setting bootaddr to 0x8000200
Enabling network ports...
Done.

Welcome to Gaia Embedded Boot Menu :

Start in normal Mode
Start in debug Mode

C+art in maintaonanca Mada

Restore to Factory Defaults (local)
Restart Bbot-LoadeF

Run Hardware diagnostics

Upload preset configuration file

ONOO NHE WN =

Please enter your selection (press ENTER to finish) :I

#t#¥ 4. Restore to Factory Defaults (local) - #% Y - BIA%&ER] Mg - WolEE
NHeE%E5H -

Starting kernel ...

Uncompressing Linux... done, booting the kernel.
INIT: version 2.88 booting

Booting Check Point RD-6281-A User Space...
INIT: Entering runlevel: 3

This is a first boot

System Started...
Running predefined CLI commands
Appliance was not configured yet - Checking Zero Touch service...

Gateway-ID-7F7AD148 login: [|

BAIIRK S admin/admin - fAIASERIKE
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Gateway-ID-7F7AD148 login: admin

Password:

> Welcome to CLISH. The First Time Configuration wizard was not completed yet

> NOTE: The First Time Configuration wizard may delete or override some of the settings you se

t in CLISH

> To disable the First Time Configuration wizard (and USB automatic configuration) please run
"set property first-time-wizard off"

Gateway-ID-7F7AD148> ||

_ - BOREREREIRE
1. &1

#t#E Device>System>System Operations>Create Backup File

< System Operations: Manage your firmware version and backup your appliance
v Network
Appliance
HOME Internet
Reboot Reboot the appliance
Local Network
Hotspot Default Settings Restore factory default settings but keep the current firmware version
DEVICE
Routing - - -
Factory Defaults Revert to the factory default image and settings.
MAC Filtering The factory firmware version is R80.20.10 (992001203)
ACCESS
: DNS
POLICY Firmware Upgrade
Proxy
The current firmware version is R80.20.10 (992001203)
v System < Poi : « Internet connectior
THREAT b Could not connect to Check Point Upgrade Service. Check Internet connectic aga
FHELEIIE) System Operations S5C 2 lols
. Administrators Manual Upgrade Revert to Previous Image
&
VPN Administrator Access
Backup and Restore System Settings
Device Details
Periodic backup is OFF | Settings
42
Date and Time )
USERS & Create Backup File Restore
OBJECTS DDNS & Device Access

A Comment-#t#Create Backup
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BACKUP SETTINGS X

Backup Settings

Use file encryption

Confirm password

Comment: 0322

Backup File Contents

v Backup system settings

Create Backup Cancel Help

%% Download Backup

BACKUP SETTINGS X

Backup Settings

se Tlle encrypt

Backup File Contents

v

(ws)

Download Backup Cancel Help

Click the Download button to save the backup file
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Do you want to open or save Gateway-ID-7F7AD148_R77.20.31_990170952_2017-Mar-22-11_42_37.zip from 192.168.1.17

Open Save M Cancel

2. it K&,

Check Point
VNF Appliance

< System Operations: Manage your firmware version and backup your appliance
& ~ Network
- Appliance
HOME Internet
Reboot Reboot the appliance
Local Network
= Hotspot Default Settings Restore factory default settings but keep the current firmware version
DEVICE
Routing -
= Factory Defaults Revert to the factory default image and settings.
MAC Filtering The factory firmware version is R80.20.10 (992001203)
ACCESS
o DNS i
POLICY Firmware Upgrade
Proxy
The current firmware version is R80.20.10 (992001203)
THREAT v System Could not connect to Check Point Upgrade Service. Check Internet connection | Try agair
e System Operations Configure automatic upgrade
. AT eS Manual Upgrade Revert to Previous Image
L%
VPN Administrator Access )
Backup and Restore System Settings
Device Details
[ Periodic backup is OFF | Settings.. ]
23 .
Date and Time )
Create Backup File Restore

#E#E Settings - HiA File Storage B§f% & username/Password - &1+ X & 7Y
MR - HEF - [E
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Periodic Backup Settings X

[v| Enable scheduled backups

File Storage
Backup server path:

Username:

Password: Xy

File Encryption

[ Use file encryption

Password:

Confirm:

Show

Schedule Periodic Backup
() Daily

() Weekly

(@) Monthly

Day of month: st v

Time of day: 00:00 - 01:00 v

[0 Apply] (@ CanceIJ
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3. k&

Check Point
VNF Appliance

< System Operations: Manage your firmware version and backup your appliance
L) ~ Network = i
v Appliance
HUVIE Internet
Reboot Reboot the appliance
Local Network ppli
Hotspot efault Settings estore factory default settings but keep the current firmware version
= p Default Setting R f. y defaul gs but keep th fi
DEVICE
RO Factory Defaults Revert to the factory default image and settings.
MAC Filtering The factory firmware version is R80.20.10 (992001203)
DNS .
Firmware Upgrade
Proxy
The current firmware version is R80.20.10 (992001203)
- v System Could not connect to Check Point Upgrade Service. Check Internet connection | Try again
PREVENTION System Operations Configure automatic upgrades...
" Administrators Manual Upgrade Revert to Previous Image
»

Administrator Access .
Backup and Restore System Settings
Device Details
Periodic backup is OFF | Settings...

23 ‘
Dateand T
S 8 ateand fime Create Backup File [

Restore ]

NNNIS R Navira Arrocc

%4 Restore WE B E - & LEREXH

Restore Settings X

Upload Settings File

Settings file: Select a settings file Browse... I

[Upload File] [ Close ]

Restore Settings

Upload Settings File

Settings file: Gateway-ID-7F7AD148_R77.20.31 99017

[Upload File] [I Close ]
—
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RIARENER-BIAKRE - BTz OK

Restore Settings X

ﬁ Are you sure you want to restore settings? This will override your current
settings and reboot the appliance.

OK [ Cancel

SEHDWRE - THRERE-ERZENEALINERNE

Please wait while the appliance reboots...

b Appliance will be up in about 251 seconds
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